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l. INTRODUCTION AND SUMMARY

Information disclosure has become a widely used and highly valued tool for

protecting public health and the environment.

Disclosure, or “right-to-know,”

programs are credited with bolstering traditional regulatory approaches and helping
achieve significant reductions in pollution levels?> They also provide education on
public health and environmental issues and empower citizens to take more active roles

in addressing threats to ther
communities.®

At the same  time,
information  disclosure programs
have been the focus of increasing
criticism, principally by
representatives of the industries
whose facilities, emissions, and
products are subjected to public
scrutiny as a result of these
programs. One leading critic of
disclosure programs is the Coalition
for Effective Environmental
Information (CEEI), which includes
representatives from the chemical,
automobile, forest products, energy,
electronics, petroleum,
pharmaceutical, aerospace and
consumer products industries.”* The
CEElI has produced numerous
position papers and other materials

critiquing information  disclosure
programs, including a widely
circulated White Paper From

John D. Echeverria is the Executive
Director of the Georgetown Environmental
Law & Policy Institute, which conducts
research and education on legal and policy
issues relating to protection of the
environment and conservation of natural
resources. Mr. Echeverria is a graduate of
the Yale Law School and the Yale School of
Forestry and Environmental Studies. He
formerly served as General Counsel of the
National Audubon Society and, prior to that,
as General Counsel and Conservation
Director of American Rivers. Mr.
Echeverria writes and speaks frequently on a
variety of environmental and natural
resource law topics.

Julie B. Kaplan is a staff attorney with the
Georgetown Environmental Law & Policy
Institute. She worked for many years in the
Environment and Natural Resources Division
of the U.S. Department of Justice, enforcing
federal environmental

laws. She is a

579



Echeverria

Industry Coalition to EPA on Concerns Over Information Programs.”

Another group, the Center for Regulatory Effectiveness (CRE), a pro-business
advocacy and consulting organization,® has called for new restrictions on information
disclosure and other reforms of the Environmental Protection Agency’s (EPA’S)
information polices.” The CRE was a leading supporter of the controversial “data
quality rider,” which we discuss in some detail below.® Another group, the American
Chemistry Council (formerly the Chemical Manufacturers Association), has advocated
greater restrictions on the disclosure of commercially valuable business information
and information which could create risks to national security.’

The critics do not challenge the legitimacy or value of information disclosure
programs per se. Instead, they criticize the administration of the programs by federal
agencies (the EPA in particular), as well as the scope and volume of the information
disclosed to the public. They contend that the use of information disclosure has
become so important in advancing environmental protection goals that it should be
subject to many of the same kinds of restraints which apply to regulatory programs.
Collectively, the industry critics have advocated three basic limitations on government
disclosure of environmental information: (1) greater procedural rights to comment on
and otherwise influence the types of information federal agencies disclose to the public
related to private firms' facilities, emissions and products, including tighter controls on
the “quality” of the data agencies disclose to the public; (2) more opportunities to go to
court to chalenge the administration of disclosure programs; and (3) new substantive
restrictions on the disclosure of commercially valuable business information and
information which may involve national security issues.

The purpose of this paper is to evaluate the industry criticisms of information
disclosure programs and industry’s agenda for reform. The basic conclusion is that
many of the industry proposals related to administrative procedures and judicial review
would undermine information disclosure programs in order to address unwarranted or
exaggerated concerns about the possible adverse effects of information disclosure. In
general, industry has not substantiated the premise of its proposals that environmental
data disclosed to the public are of poor quality or that disclosures of environmental
data have inflicted unfair harm on private firms. Moreover, the proposed reforms
would likely have serious adverse consequences for the effectiveness of disclosure
programs. Greater procedura hurdles to information disclosure and more frequent
judicia review would delay the disclosure of information to the public, divert agency
resources from information disclosure activities to costly and time-consuming internal
reviews, and enhance opportunities for industry to influence specific decisions about
whether and how environmental information should be disclosed. Thus, seemingly
innocuous “procedural” reforms would impede the flow of information to the public,
defeating the important public objectives that the programs were set up to advance.
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Industry proposals for new substantive limitations on information disclosure
present a more complicated issue. Private firms which sell products to the public or
which emit pollutants into the environment do not have an absolute legal right to block
dissemination of information about their products or facilities to the public, even if
such information can be classified as a “trade secret” or some other type of
commercialy valuable business information. Thus, determining whether to disclose
this type of information ultimately requires a balancing of competing policy
considerations. In our view, sound public policy will generally dictate public
disclosure when it can reasonably be expected to advance an important public health or
environmental protection goal.

On the other hand, in the aftermath of September 11™, industry has raised some
valid and important questions about whether the disclosure of certain environmental
data, in particular that which is related to releases of hazardous chemicals, needs to be
more tightly controlled. The EPA and other agencies already have taken a number of
steps to control access to information which might aid domestic or foreign terrorists.
Nonetheless, there is a need for balance in this sensitive area as well. Disclosure of
most kinds of environmental data does not raise a legitimate national security concern.
Furthermore, over the long-term, the greater danger may well be created, not by public
disclosure of the risks associated with releases of hazardous substances at certain
facilities, but by the failure to eliminate or minimize the hazards and the lack of
emergency response plans. Because public awareness of hazards can be a powerful
incentive to eliminate or minimize hazards, disclosure of certain hazard information
might ultimately do more to reduce risks than shielding the information from public
view.

Two recent controversies highlight the critical legal and policy issues raised by
the debate over environmental information disclosure. First, federal agencies have
begun the process of implementing the “data quality rider,” a piece of substantive
federal legidation adopted as a rider to the Fiscal Year 2001 Treasury Department
appropriations bill.’° The rider was reportedly added to the appropriations bill at the
instigation of Representative Jo Ann Emerson,™* with the support and encouragement
of the Center for Regulatory Effectiveness. The rider advances some key elements of
the industry agenda to obtain greater opportunities to intercede in and challenge the
administration of disclosure programs. At the same time, there is significant
uncertainty about how far this legislation goes, in particular with respect to judicial
review of agency determinations to disclose information. In February 2002, the Office
of Management and Budget promulgated guidelines to assist federal agencies in
implementing the rider,** and individual federal agencies have developed their own
agency-specific guidelines.

Second, Congress has been considering a variety of legislative proposals to
limit public access to environmental (and other) information in response to September
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11", Two types of legislative proposals are being debated. One approach is to shield
more information about potentialy vulnerable plants and other facilities from public
view. Another, not necessarily inconsistent approach, is to mandate that operators of
vulnerable facilities take direct steps to minimize the risk of a disaster due to an
accident or aterrorist attack.

Section |1 of this paper provides an overview of current environmental “right-
to-know” programs. Section 1l explains, in theoretical terms, the functions and values
served by information disclosure. Section IV is a thumbnail sketch of industry’s
reform agenda. SectionsV through VII analyze and critique the three major elements
of the industry’ s reform agenda. Finally, section V111 applies the analysis developed in
the previous sections to comment on the data quality rider and information-related
provisions of pending national security legislation.

. INTRODUCTION TO ENVIRONMENTAL INFORMATION
DISCLOSURE PROGRAMS

The primary reason information disclosure has recently emerged as an
important environmental protection tool isthat it is especialy well adapted to an erain
which massive quantities of information can be transmitted around the globe at
lightening speed and at minimal cost. Computer technology makes information ever
cheaper to “sift, analyze, and use,”** allowing diverse users to assemble environmental
data to sit their particular needs.** On the other hand, industry critics also cite modern
computer technology as one of the grounds for their concern about information
disclosure policies. As observed by one commentator, “Through the Internet the
government can now deliver a message about a company, product or facility to an
unlimited number of world-wide customers instantaneously.”*

The following is a concise summary of the leading government (and private)
right-to-know programs. (Readers thoroughly familiar with the existing programs may
wish to skip ahead to the next section).

A. Federal Right-to-Know Programs

Toxics Release Inventory (TRI). The TRI, probably the best known
environmental disclosure program, is a national, electronic database providing public
access to large volumes of pollution data. The Emergency Planning and Community
Right-to-Know Act (EPCRA), which authorized the creation of the TRI, requires
companies to report to the EPA on their annual releases of toxic chemicals, facility by
facility, chemical by chemical, and for all environmental media (land, air, or water).™
EPA personnel transfer the data into the TRI database, making the information
accessible from any public or private computer. The EPA’s “TRI Explorer” website
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allows the public to access TRI data by facility, chemical, year, industry type, or
geographic area.'’

The primary impetus for the creation of the TRI was public concern about the
hazards associated with industrial chemicals following the 1984 disaster at a Union
Carbide plant in Bhopal, India, and several other, less publicized chemical accidentsin
the United Statesin 1985.'® In addition, the federal legislation served industry interests
by promoting a uniform national standard for toxic release reporting.*

The TRI has made enormous quantities of new information available to the
public, and provided some firms with information that they themselves had not
previously collected.”® One widely cited statistic is that the TRI has been associated
with a 44 percent reduction in reported releases of listed chemicals over the first eight
years of reporting since 19887 strongly suggesting that the availability and
dissemination of TRI data spurred significant new public and private pollution control
and prevention efforts.?®> Another illustration of the TRI’s impact is that the head of
the Monsanto Corporation, upon learning about the large volume of chemical releases
by the company recorded in the TRI, pledged that the company would reduce its
releases by 90 percent within four years.®

TRI data reportedly serve awide variety of purposes.®* Congress has relied on
TRI data in developing environmental legislation, such as the Clean Air Act
Amendments of 1990. The EPA uses TRI data to monitor companies compliance
with environmental standards, to target enforcement efforts, and to help assess whether
new regulations are needed to address environmental problems. Educators and
researchers use TRI data to study chemical compounds and develop technologies to
prevent toxic releases. Labor unions use TRI data to press for safer working
conditions. Public interest and community groups publish reports based on the data,
and use the information to attempt to persuade private firms to reduce their emissions
or press the government to impose new regulatory controls. The TRI also helps alert
industry to unnecessary losses of raw materialsin its production processes.”

OSHA Hazard Communication Sandard. Another federal disclosure program,
administered by the Occupational Safety and Health Administration (OSHA), requires
employers to identify and warn their workers about chemical hazards®® OSHA's
Hazard Communication Standard, which was established by agency rule in 1983
mandates the posting of warning notices in the workplace, training for chemical safety,
and labeling requirements for containers and conduits.®® Employers are required to
post in the workplace Material Safety Data Sheets (MSDS), which describe the toxicity
of chemical substances, primary routes of chemical entry or exposure, and applicable
regulatory provisions and safety precautions as well as appropriate emergency first aid
procedures.?

Clean Air Act Section 112. Section 112 of the Clean Air Act directs the EPA to
promulgate regulations requiring facilities which handle large amounts of extremely
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hazardous chemicals to prepare and implement “risk management” plans to prevent
accidental releases of these chemicals and to mitigate the potential adverse effects of
releases on public health and the environment.* The regulations cover all regulated
sources under the Clean Air Act which handle more than threshold amounts of
hazardous substances.

The statute provides that a risk management plan must include: (1) a hazard
assessment and an evaluation of the potential consequences of releases for surrounding
communities, including “worst case accidental releases;,” (2) a prevention program;
and (3) an emergency response plan. Covered facilities are required to file their risk
management plans with the EPA, which in turn is required to make the plans available
to the public. Asdiscussed in greater detail below, in response to a public controversy
over making the plans available to the public, Congress imposed a one-year
moratorium on the posting of off-site consequence analysis information on the
Internet,®* and the EPA later revised its procedures to permit public access to the
“worst-case” information only in designated reading rooms under tight restrictions.*
After September 11", the EPA imposed even tighter restrictions on access to portions
of the plans.

Safe Drinking Water Act. The Safe Drinking Water Act amendments of 1996
require public water companies to inform their customers when they violate
contamination standards, fail to follow a treatment requirement or mandatory testing
procedure, or neglect to perform required monitoring.*® When a violation “has the
potential to have serious adverse effects on human health as a result of short-term
exposure,” companies must follow detailed procedures for alerting citizens about the
dangers and the remedia steps being taken.* In addition, the statute requires each
community water system to mail to customers an annual “consumer confidence report”
describing the level of contaminants in the system’s water and the health concerns
associated with each contaminant.®® The Act’s reporting structure—the first of its
kind—is described as a“dual” notification system, requiring reporting that is both local
and direct aswell as national and electronic.

Beach Bill. Another example of a right-to-know program at the federal level,
also with a dual reporting structure, is the “Beach Bill.” In 2000, Congress amended
the Clean Water Act to require states to notify the public when contamination levels
make beach water unsafe for swimming, surfing, and other recreational activities.*®
The legidlation also requires coastal states to adopt minimum health-based criteria for
water quality, and to comprehensively test recreational beach waters for pathogens. In
addition, the EPA is required to maintain a national database of contaminated waters.
According to reports by the Natural Resources Defense Council, the number of beach
closings and public warnings of beach contamination more than doubled over the past
two years.*” NRDC attributes most of the rise to increased monitoring, better testing
and more thorough reporting. The bill’s supporters maintain that the bill should
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provide an incentive for states and local communities to clean up their coastal waters
and ultimately lead to areduction in the number of required public warnings.

B. State Right-to-Know Programs

Proposition 65. At the state level, the most prominent right-to-know measure
is Proposition 65, the Safe Drinking Water and Toxic Enforcement Act, adopted by
California voters at the ballot box in 1986.® Proposition 65 uses public disclosure
both as a public education tool and as an incentive for the establishment of strict
controls on toxic releases. It requires firms which “knowingly and intentionally”
expose any individual to chemicals on a state-maintained list to either eliminate the
exposures or provide “clear and reasonable warning” to exposed individuals.*® Both
the government and citizens can enforce these obligations through civil enforcement
actions. In order to avoid having to provide the required warnings, firms can choose to
eliminate their toxic releases. However, Proposition 65 also provides an avenue for
firms to obtain regulatory authorization to make limited releases of listed chemicals
without public warnings. To obtain this authorization, the firms must demonstrate that
the proposed exposure levels pose “no significant risk” of cancer and will have no
“observable effect” in terms of reproductive toxicity.*® Thus, in contrast to the usual
incentives created by environmental laws for firms to resist the establishment of
regulatory standards, Proposition 65 actually creates an incentive for firms to support
the establishment of standards.**

Proposition 65 is credited with producing substantial reductions in releases of
listed chemicals, such as lead.* It “has been especially effective in the consumer
marketplace. Because consumer demand can be extremely sensitive to disclosure of
adverse health and safety information, . . . many businesses have elected to reformulate
their products rather than provide warnings and risk significant sales losses.”*

Other State Laws. States also have adopted a broad range of right-to-know
programs. A number of states have adopted disclosure programs which are similar to
the TRI.* Some of these states enacted disclosure laws before Congress enacted
EPCRA in 1986.* A few states have gone beyond federal law. For example, in
Massachusetts and New Jersey manufacturers are required to report “materials
accounting” information, that is, data about the chemicals they use in their production
processes.®® The collection and reporting of materials accounting information are
credited with identifying opportunities for firms to achieve significant cost savings and
to measure their progress in pollution prevention.” The EPA has considered
expanding the TRI database to include material accounting information,* but has not
adopted this approach to date.
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C. Private Environmental Information Programs

The numerous government right-to-know programs have spawned various
private information projects which utilize and build on the federal databases. The
environmental advocacy organization Environmental Defense has established the
“Scorecard” program, which allows citizens to obtain information about sources of
pollution in their own communities, and their possible health effects, by entering their
Zip codes into their home computers.”® Another non-governmental program, “RTK
Net,” run by OMB Waitch, allows the public to search EPA databases for information
on chemical accidents by facility, chemical, or geographic area.*

1. THE FUNCTIONS AND VALUES OF INFORMATION
DISCLOSURE

Advocates of environmental right-to-know programs maintain that information
disclosure generates many environmental and other social benefits. Websites are
reportedly deluged with visitors and there is a good deal of anecdotal information
about the effectiveness of disclosure programs. Nonetheless, how, exactly, does
disclosure of data and other information help protect public hedth and the
environment? Part A of this section seeks to answer this question. Part B describesthe
other apparent social benefits of information disclosure programs.

A. Information Disclosure Protects Public Health and the
Environment

Correcting Economic Market Failures. The case for government information
disclosure programs rests in part on the concepts of “market failure” and “negative
externalities” which explain why government intervention is needed to protect the
environment in general.

From an economic standpoint, public health and environmental problems result
from the failure of private firms to shoulder the full costs of their business decisions.
Industrial activities can create significant costs by, for example, creating pollution
problems for downwind or downstream neighbors or long-term risks for future
generations. A firm could address these costs by installing pollution control equipment
or implementing pollution prevention measures. But in a competitive market a firm
usually has no incentive to take such steps because they will increase the firm's
expenses without increasing its revenues. Thus, the brutal logic of the market tends to
encourage firms not to take on expensive environmental protection responsibilities. Or
at least market forces have this effect in the absence of a reasonable guarantee,
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enforced through regulation or otherwise, that similarly situated firms will be required
to shoulder the same responsibilities.

For the same reasons that firms in a competitive market lack an incentive to
address the environmental problems they create, they also lack an incentive to disclose
information about their environmental problems to either the government or the
public.>® Disclosure of information about the environmental problems created by a
firm's operations could lead government officials to commence enforcement
proceedings or to impose new environmental restrictions. New regulatory burdens will
amost invariably reduce a firm’'s profits. Thus, just as firms in a competitive market
have no incentive, in the absence of a government requirement, to solve their
environmental problems, they also have no incentive, in the absence of a government
requirement, to disclose information about their environmental problems.>

The common sense conclusion that firms will not be inclined to disclose
voluntarily information about public health or environmental problems has been
repeatedly borne out by experience. A recent television program, entitled Trade
Secretss A Moyers Report, disclosed that for many years chemical companies
possessed but did not reveal to the public information about the health threats posed by
vinyl chloride® At the same time, the companies lobbied against new government
information disclosure requirements.> More recently, a number of trade associations
working with the U.S. chemical, beef, and poultry industries sought to prevent the
release of an EPA study on the dangers of dioxin.>> The study reportedly concluded
that consuming animal fat and dairy products with traces of dioxin can cause cancer in
humans. As amatter of economics, it was entirely logical for the companies to oppose
release of the study because it could prompt the adoption of more stringent dioxin
regulations.

Disclosure programs counteract the market forces which tend to deprive the
public and government of the information they need to identify and address
environmental problems. They help reveal pollution and other harms to the
environment which have not previously been disclosed. If information disclosure leads
to the public identification of new environmental problems, or if it makes the nature of
problems clearer, legislators and other government officials can develop needed laws
and regulations.® Information disclosure also helps counteract market forces by
increasing public understanding and concern about environmental problems, creating a
stronger constituency for the enactment of new laws and vigorous enforcement of
existing laws. In addition, disclosure programs create arisk of loss of good will or of
corporate embarrassment that may induce companies to take voluntary corrective
action.

Finally, information disclosure programs counteract market forces because
individual citizens and citizen groups can use environmental data directly to enhance
protection of human health and the environment. Many federal environmental laws
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allow citizens to bring enforcement proceedings, and public access to environmental
data can lead to evidence to support these cases. Community groups can use data on a
firm’'s environmental problems to attempt to lobby the firm to address the problems.
Consumers can rely on environmental data to assess a firm’s environmental record and
determine whether or not to purchase the firm's products or services.>’ Workers can
choose to avoid workplaces which are likely to expose them to hazardous substances.
Investors armed with environmental data may choose to avoid acquiring securities of a
firm with a poor environmental record, both as matter of personal choice and out of
concern about the firm’s potential financial liabilities.

Correcting Political Failures. Just asinformation disclosure programs can help
overcome the failures of the economic marketplace, they also can help overcome some
of the failures of the political process which lead to environmental problems.

While the United States has a strong tradition of citizen advocacy for
environmental protection, regulated businesses and the general public have widely
divergent capacities to advocate on behalf of their different interests on environmental
issues. A large segment of the public—indeed every citizen, arguably—has a shared
interest in protecting the environment. However, the very size of the constituency for
environmental protection, and each citizen’s relatively modest stake in each issue,
makes it difficult to communicate with those who share this common interest, educate
them about new problems, and generate political influence on any particular issue.®® In
economic terms, the public faces high “transaction costs’ in trying to create an
effective political force to advocate for environmental protection.™

By contrast, businesses subject to environmental regulation can be organized
into an effective political force with relative ease.®® Regulated firms are relatively few
in number, and many have major financial stakes in addressing the expenses imposed
on them by environmental regulation. Private firms have little difficulty determining
whether and how their self-interests are affected by environmental decision-making.®
They have the resources to obtain expert scientific and other technical expertise and to
support political advocacy efforts®  Thus, in comparison with advocates for
environmental protection, business opponents of environmental regulation face
relatively low “transaction costs.”

Second, the so-called “free-rider” problem tends to undermine the political
power of advocates for environmental protection.® The benefits of working to achieve
clean air or clean water accrue to everyone in society, and any individual citizen can
share equally in these benefits regardless of how much individual effort he or she
expends (for example, by contributing financially to an environmental organization, or
writing a letter to the local congressman). As aresult, according to standard economic
reasoning, individuals will tend, if they are rational economic actors, to “free ride” on
the efforts of others rather than invest their own time and energy in addressing the
problem.

588



Information Disclosure Programs

By contrast, the regulated community does not face a similar free rider
problem. Because relatively few firms are subject to any particular environmental
regulation, an industry coalition can more easily police and discipline potentia free
riders. While impassioned public advocacy can overcome some of this imbalance, the
free rider phenomenon also tilts the political playing field against effective expression
of the public interest in environmental protection.

The final, related problem is the phenomenon of “agency capture,” the
tendency over time for regulatory agencies to turn into servants of the interests they are
supposed to be regulating in the public interest. As stated by scholar Richard Stewart,
“It has become widely accepted, not only by public interest lawyers, but by academic
critics, legidators, judges and even by some agency members, that the comparative
over-representation of regulated or client interests in the process of agency decision
results in a persistent policy bias in favor of these interests”® The phenomenon of
agency capture, too, often works against balanced environmental policies.

Government-mandated disclosure of information can help overcome all of these
obstacles to the effective expression of society’s interest in a clean and healthy
environment. Disclosure programs lower transaction costs for citizens concerned
about environmental issues by making it easier to obtain access to information helpful
in mobilizing environmental advocates.®® Similarly, disclosure programs can help
address the free rider problem by lowering the “cost of admission” to the political
process, thereby reducing the incentive to free ride®® Finally, disclosure programs
help address the problem of agency capture by equipping the public with information it
can use to monitor agency actions. Asthe U.S. Supreme Court observed in the case of
Ruckelshaus v. Monsanto Company® —an important precedent on environmental right-
to-know involving disclosure of public health data on pesticides—information
disclosure provides “an effective check on the decision-making processes of [the
Environmental Protection Agency].”®

B. Other Benefits of Information Disclosure

Apart from the environmental and public health benefits, information
disclosure also advances other social goals.

Educating the Public. Information disclosure programs help educate the public
about environmental and public hedth issues. The systematic gathering of
information, combined with the technological capacity to organize and transmit vast
amounts of data, offers citizens an opportunity to gain a new, far more extensive
understanding of public issues. On the premise that an educated public is itself a
public good, the educational value of disclosure programs represents a significant,
independent social benefit of these programs.
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Empowering Individual Citizens and Communities. Disclosure programs
empower individual citizens exposed to environmental risks by enhancing their ability
to identify the risks and take action to avoid or minimize them. To quote the Supreme
Court in the Monsanto case, information disclosure “alows members of the public to
determine the likelihood of individualized risks peculiar to their use of the product.”®
The website of the EPA Office of Information makes the same point: information
disclosure *expands citizen understanding and involvement and gives people the tools
to protect their families and communities as they see fit.” ™

Information disclosure programs also expand citizens freedom of choice. If
citizens obtain access to new information, or can obtain information more quickly and
easily, they can make a host of decisions in a more informed fashion about where to
live, what products to buy, and what medical treatment to obtain. Similarly, disclosure
programs allow workers to decide what type of work they are willing to undertake,
what precautions to take to minimize exposure to hazardous substances, and what kind
of medical care they recelve. Finadly, disclosure programs enhance the ability of
communities, as well as government leaders, to understand and respond to the risks
associated with specific facilities and other conditions that affect the community.

Expanding Individual Liberty and Autonomy. Another, related benefit of
information disclosure programs is that they enhance individual citizens' sense of their
own ability to protect their self interests and defend themselves and their families from
external threats. “Members of the public have a legitimate interest in knowing the full
health effects of products which receive agency approval so that they can decide for
themselves whether to use them.””*  The greater sense of individual liberty and
personal autonomy fostered by disclosure programs represents an additional,
independent benefit of disclosure programs. “If people are unaware of the
consequences of their choices, they are, to that extent, less free.” "2

Promoting Democratic Decision-Making.  Finally, information disclosure
supports democratic decision-making. Information disclosure helps maintain an
informed citizenry, and only an informed citizenry can make the kinds of considered
judgments that support meaningful and effective participation in the political process.
As stated by James Madison, the principal author of the Bill of Rights:

A popular Government without popular information or the means of
acquiring it, is but a Prologue to a Farce or a Tragedy or perhaps both.
Knowledge will forever govern ignorance, and a people who mean to be
their %Nn Governors, must arm themselves with the power knowledge
gives.

The legidative history of the Freedom of Information Act, the original and still most
important federal right-to-know statute, invokes the same reasoning: “A democratic
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society requires an informed, intelligent electorate, and the intelligence of the
electorate varies as the quantity and quality of itsinformation varies.”

Information disclosure also supports democratic decision-making by increasing
the transparency of government decision-making. Greater transparency helps citizens
and public watchdogs evaluate whether government is addressing environmental and
public health risks effectively. It also helps ferret out whether special interests might
be undermining regulation in the public interest. As Justice Louis Brandeis succinctly
observed, “Sunlight is . . . the best of disinfectants.” ™ Finally, transparency helps
citizens monitor private firms environmental performance and decide whether to
support political action to correct environmental and related public health problems.

V. PROPOSALS TO RESTRICT THE “PUBLIC RIGHT TO
KNOW”

As mentioned in the Introduction and Summary, industry critics of information
disclosure programs advocate three basic types of reforms. This section provides a
thumbnail sketch of each of these proposals.

A. Expanded Administrative Procedures

First, the industry critics seek greater procedural rights to comment on and
otherwise influence the information federal agencies disclose to the public related to
their facilities and products, including tighter controls on the “quality” of the data
agencies disclose to the public. This summary of this portion of the industry’s agenda
is drawn from the CEEI’'s White Paper from Industry Coalition to EPA on Concerns
Over Information Program, as well as other industry advocacy materials.

e More Advance Notice. As alogical first step in advancing its overall
agenda, industry seeks greater advance notice of agencies plans to
develop what industry calls “information products.” This novel term
refers to any type of report or set of information released to the public.
By using the term “product,” industry no doubt seeks to reinforce the
argument that information has concrete consequences in the real world
and, therefore, its release should be accompanied by the full panoply of
procedural safeguards which apply to other kinds of agency actions. To
provide a specific illustration of what industry is seeking, the CEEI
proposed that the EPA publish an “Information Products Agenda,”
which would describe al “the information products that the EPA
Headquarters and Regional offices have under development” as well as
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proviglg the schedule for their issuance and agency contacts regarding
them.

Sakeholder Involvement. Industry makes the closely related proposal
that agencies provide more opportunities for stakeholder involvement in
the development of information products. Thus, the CEEI proposed that
the EPA develop a policy “requiring timely public engagement on the
policy aspects of [information] products (e.g., methodology, data
quality, content of public message),” and that it adopt “criteria [to]
determin[e] the extent of stakeholder involvement,” including for
defining “situations where public engagement is not necessary.”’’
Another proposal is to amend the Administrative Procedure Act to
mandate stakeholder involvement in the development of information
products, linking the extent of stakeholder involvement “to the potential
impact of the [product], its complexity, the use of data for ‘secondary’
purposes and the overall policy content” of the information product.’®
Product Sewardship. One of the often cited virtues of federal right-to-
know programs is that they typically provide the public the opportunity
to sift and manipulate datain myriad ways to develop their own analysis
and conclusions. Industry takes an opposite tack by proposing that
federal agencies establish clear limitations for the appropriate uses of
data. In materials prepared for the Bush transition team, industry
advocated that the EPA “provide a clear explanation of the data's
parameters and limitations (e.g., age, scope, data collection
methodology).””® Under the heading of “product stewardship,” industry
proposed that the EPA *“define the purpose and audience for the
information product that is being developed or maintained,” that it
“establish the expectations of the information product,” and that it
define “[w]hat process steps, such as peer review and public comment,
are appropriate’ in the development of the information product.®
Product Testing. Under another proposal related to  “product
stewardship,” industry proposes that federal agencies “beta-test”
different versions of information products before releasing them to the
public. This testing would involve creating a prototype of the
information product and using focus groups or similar techniques to
evaluate whether the prototype will convey the intended message to the
target audience.®> Once a product has been issued, the EPA also would
continually evaluate the use and usefulness of the product.®

Notification of Change of Use of Data. Industry proposes that the EPA
provide notice and an opportunity to comment before deciding to use
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data for a purpose which is different from the purpose for which the
information was originally submitted.®® The CEEl has asserted that
“when the EPA tries to use its databases for purposes outside of their
origina intent, . . . the data is seldom well-suited to these secondary
purposes.”® They also argue that “different objectives require different
levels of data quality,”® and that different data users have differing
abilities to understand the limits of the data. For example, the CEEI
guestions the legitimacy of sharing data collected and used by the states
and the EPA regulatory offices with the general public, reasoning that
“[t]hese potential users of EPA’s website will not see the data through
the eyes of the government program managers, understanding the
limitations inherent in the data.” ®

Error Correction Process. Industry proposes that the EPA develop a
rigorous system to identify and correct errors in agency databases®’ or
in the aternative that the Administrative Procedure Act be amended to
impose such amandate.®® The CEE! has proposed that errors should be
corrected on an expedited basis once they are identified, that the
correction process be transparent to the public, and that the agencies
clearly identify all accountable public officials® The CEEI has even
proposed that, “if an error is not corrected in all government systems
within afixed time, the relevant data files should be closed for repairs.”
The CRE has advocated that an independent ombudsman oversee the
error-correction process, and that agencies be required to comply with
the ombudsman’s recommendations and findings within a specified
time frame, unless the agencies provide a “reasoned” justification for
not doing s0.%°

Right to Petition to Modify Characterization of Information or Public
Message. Industry has advocated that the EPA “establish a more
systematic process for stakeholders to petition the Agency to change a
characterization of a particular environmental risk, condition or
performance.”®™ The proposed process would permit stakeholders to
“request and obtain a timely response on proposals to change the
messages that the EPA is delivering to the public.”% Proposed grounds
for requesting a change in characterization would include the
availability of new information or the need for fuller analysis.
According to the CEEI, “[the] EPA should commit to timely response’
to the petitions filed with the agency, and should include “the petitioner
and other interested parties’ in the review process.
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e Outside Decision-Maker. Finally, industry has proposed that an entirely
new information decision-maker be created outside the EPA. This
proposal is based on the view that “[the] EPA has adopted a ‘right-to-
know’ philosophy as a core component of its mission” and, therefore,
the EPA “has difficulty maintaining neutrality in balancing disclosure
and other interests.”®® The proposed outside decision-maker would
determine the appropriate balance between the public interest served by
disclosure and other interests, including national security and business
confidentiality. EPA staff would be reduced, in effect, to “the advocate
within the government for full disclosure of environmental data.”**

B. Expanded Judicial Review

Second, industry has sought more opportunities to go to court to challenge the
implementation of disclosure programs. In pursuing this agenda, industry has
proposed separate amendments to the Administrative Procedure Act and the Federal
Tort Claims Act.

Administrative Procedure Act. The Administrative Procedure Act (APA) isthe
general federal statute providing for court review of agency actions. The APA
authorizes the courts to determine, among other things, whether agency actions are
“arbitrary, capricious, an abuse of discretion, or otherwise not in accordance with
law.”® At the same time, the APA is only a limited waiver of the sovereign immunity
of the United States and specifically does not authorize suit when a federal statute
precl ngesjudicial review,” or where a decision is “committed to agency discretion by
law.”

Industry has proposed to expand judicial review under the Administrative
Procedure Act, first, by directly amending the APA to authorize such suits. For
example, the CEEIl has proposed amending the APA to authorize suit based on
“information products with a strong policy content and private sector impact,”® or
based on “publicly disseminated information that is false or misleading.”*°

Industry also has proposed that Congress enact specific legislation establishing
procedural and substantive rules for disclosure programs, on the theory that such
legislation would provide federal courts with “law to apply” in a suit brought under the
Administrative Procedure Act. As discussed, the APA authorizes federal courts to
determine whether agencies have acted “contrary to law.” According to industry’s
legal theory, if a federal information statute supplies the “law,” then judicia review
should be available under the APA, so long as the normal jurisdictional and other
prerequisites to suit under the APA have been satisfied. Thus, for example, industry
proposed enactment of “afederal law that prohibits the disclosure of information about
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private parties that can be shown to be false or misleading,” reasoning that such a law
“would support the conclusion that information products can be ‘ agency actions under
the APA and would provide courts with ‘law to apply’ in resolving specific
disputes.”*®

As discussed below in Section VIII, industry succeeded several years ago in
persuading Congress to pass the data quality rider, which requires the Office of
Management and Budget and individual agencies to publish data quality guidelines.
Whether this statute, or the guidelines promulgated under the legislation, supply law
sufficient to support judicial review under the APA is amatter of heated debate.

The Federal Tort Claims Act. Industry also has proposed amending the Federal
Tort Claims Act (FTCA) to authorize tort suits against the United States based on the
adverse effects of certain types of information disclosures.

The FTCA establishes that the United States is generally liable for the tortious
acts or omissions of government employees “while acting within the scope of . . .
employment . . . under circumstances where the United States, if a private person,
would be liable to the claimant.”*®* However, the FTCA preserves immunity in two
contexts which are relevant for information disclosure policy. One provision bars
claims against the United States based on libel, slander, or misrepresentation.’®> A
government agency’s disclosure of inaccurate or misleading information might
conceivably support a claim under one or more of these legal theories and, thus, absent
the preservation of immunity, might support a claim for damages against the United
States.

Another provision broadly exempts the government from liability for claims
“based upon the exercise or performance or failure to exercise or perform a
discretionary function or duty on the part of a federal agency or an employee of the
Government, whether or not the discretion involved be abused.”*® Implementation of
information disclosure programs might well be viewed as faling within the scope of
the “discretionary function” exception.

The business coalition has proposed modifying the FTCA, first, by eliminating
the provision preserving immunity from suit for claims based on libel, slander, or
misrepresentation.’®  Second, they propose to explicitly authorize suits against the
United States based on “‘intentional disclosure of false information’ or ‘reckless
disregard for the truth.””*® The latter proposal would implicitly limit the scope of the
FTCA “discretionary function” exception for information disclosures.
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C. New Substantive Limits on I nfor mation Disclosure

Finaly, the business codlition has proposed expanding restrictions on
disclosure of certain types of “trade secret” information and information related to
national security.

1. Trade Secrets

Under various federal statutes, including the Freedom of Information Act and
the Emergency Planning and Community Right-to-Know Act, “trade secrets’ and other
confidential business information are exempt from public disclosure. According to
industry critics, however, these protections are inadequate because they authorize
government officials to disclose information that, though not secret or confidential in
itself, could lead to the disclosure of secret or confidential information. They contend
that, as a result of “modern trends in information access,” determined experts can
“assemble disparate pieces of information about a facility, a product or other business-
related activity into a ‘mosaic’ picture that can reveal a strategic secret about a
company.” 1%

They contend that current EPA disclosure policies fail to take account of this
“mosaic” effect. They object, for example, that the EPA requires disclosure of polluter
emission data which includes detailed information about the operations of specific
facilities. They also object that applications for discharge permits under the Clean
Water Act cannot be claimed as confidential even though they may include detailed
“process flow” diagrams which could lead to the disclosure of confidential or secret
information.

In developing recommendations to address these concerns, the business
codlition starts from the premise that if particular information can be classified as
“secret” or “confidential” it should be absolutely protected from disclosure—a premise
which, as we discuss in a later section, is highly problematic. Building on that
guestionable premise, industry critics have urged the EPA to investigate whether secret
or confidential information may be disclosed as a result of the mosaic effect.’”” They
also have urged the EPA to revigit its interpretations of current law to determine
whether the agency has gone too far in requiring disclosure of information which,
because of the alleged mosaic effect, could lead to the disclosure of commercialy
valuable information.

2. National Security

Finally, industry has argued for confidential treatment of information which
may implicate national security interests, asserting that “public release of information,

596



Information Disclosure Programs

including environmental data, can assist terrorists seeking to identify targets for their
operations,” and that disclosure of environmental data may “provid[e] a blueprint for
terrorists on how to inflict the maximum damage upon a community or a company.”*®
Not surprisingly, the vigor with which these arguments have been expressed, the scope
of the industry proposals, and the willingness of the government and the public to
entertain them, have all changed significantly since September 11™.

Prior to September 11", the most significant controversy over the potential
effects of disclosure of environmental information on national security interests arose
as a result of the EPA’s plan to post on the Internet “risk management plans’
addressing potential accidental releases of “extremely hazardous materials’ at
industrial and other types of facilities. The EPA took this action pursuant to section
112 of the Clean Air Act which, as discussed above, mandates the preparation and
public dissemination of risk management plans. The controversy centered around the
proposal to disclose so-called “off-site consequence analysis information,” which
describes one or more worst-case or alternative release scenarios, assuming extremely
hazardous materials are released. The Chemical Manufacturing Association raised the
concern, which the FBI later embraced, that release of such information, including
specific information about potential risks to nearby communities, could facilitate or
encourage terrorist attacks on chemical facilities.’® In response to these concerns,
Congress in 1999 enacted the Chemical Safety Information, Site Security and Fuels
Regulatory Relief Act,™° which imposed a one-year moratorium on posting of off-site
consequence analysis information on the Internet.*** In August 2000, the EPA issued a
regulation jointly with the FBI establishing an indefinite ban on posting off-site
consequences information on the Web.**>  Following September 11", the EPA
removed the remaining portions of risk management plans that had been posted on the
EPA’swebsite™?

Industry and its allies focused on the national security issue with a great deal
more intensity following September 11". For example, the American Chemistry
Council wrote to the EPA on October 3, 2001, urging the EPA to revisit its policies on
public availability of certain industry data, and encouraging the EPA to bar, at least
temporarily, any public access to off-site consequence analysis data* A
representative of a conservative think tank testifying before a committee of the House
of Representatives urged the EPA to eliminate all types of public access to off-site
consequence data™ In addition, as discussed in Section V111, a number of bills were
introduced in Congress to address the issue.

In response, federal and state agencies took various steps to limit access to
information the disclosure of which might create a national security concern. In
addition to limiting access to risk management plans prepared under the Clean Air Act,
the EPA removed from its website information describing the adverse effects
associated with exposures to different airborne chemicals'® and eliminated the
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public’s ability to construct their own data queries using the Envirofacts database.**’
The President also issued an Executive Order authorizing the Administrator of the EPA
to classify information as “secret.”**® Other federal agencies also eliminated access to
various kinds of data related to public health and the environment. For example, the
U.S. Geological Survey removed reports on water resources from the Internet, the U.S.
Department of Transportation removed its pipeline mapping system, and the Agency
for Toxic Substances and Disease Registry removed a report on chemical plant
security.™ At the state level, the State of New Jersey removed information about
private facilities use of chemicals from the Internet.'®

V. RESPONSES TO PROPOSALS FOR “PROCEDURAL
REFORM”

This section turns to an evaluation of industry’s reform agenda, starting with
industry’s demand for more procedura opportunities to intervene in the
implementation of disclosure programs. Industry’s basic case for procedural reformis
that the data released through federal disclosure programs are frequently inaccurate and
that business has a constitutional right to participate in information disclosure decisions
affecting itsinterests. As discussed below, neither argument is persuasive. Ultimately,
resolution of the issue turns on a balancing of public policy considerations. While the
proposed procedural reforms offer potential benefits to industry, they also threaten to
hamstring disclosure programs with time-consuming and largely wasteful
administrative processes.

A. Weak Factual Basis

An essential premise of industry’s proposals is that the quality of data disclosed
to the public is often poor, leading to inaccurate conclusions about environmental
conditions. However, this important premise is merely implicit in industry’ s advocacy
materials. Industry has not substantiated that there are serious and pervasive problems
with data accuracy and, in fact, there is significant evidence refuting the premise. Over
the past several years, in response to industry complaints, the EPA has developed an
elaborate process for tracking data errors on eight EPA on-line data systems.**
According to arecent EPA report, actual data errors detected through this process were
“very few.”'? Many of the error notices submitted to the EPA “provided updated
information and were not ‘errors’ in data reported, data entry, data processing, and data
displayed.”*?®* According to the EPA’sreport, for the approximately one million pieces
of information covered by the error tracking process over a 17-month period,"** the
EPA either corrected or was reviewing atotal of 13 pieces of “environmental data’ and
either corrected or was reviewing 27 pieces of data concerning violations® The
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majority of the data notices concerned facility characteristics rather than emissions.*®
In sum, the actual number of significant errors recorded was extraordinarily small.

Furthermore, even on the assumption that some errors do creep into the system,
industry has presented no evidence of actual impairment of corporate good will, loss of
competitive advantage, or other economic injuries as a result of inaccurate data. While
it is obviously worthwhile for the EPA to pay attention to data quality, the case for
mounting a major, costly effort to address the problem of inaccurate data requires some
showing that data inaccuracies actually matter.'?’

Finally, again assuming that some errors do occur, it is far from apparent that
the best remedy would be to stop disclosing the information to the public pending the
development of perfect information. As discussed above, one industry proposal is to
shut down public access to websites if an agency does not correct a data error within a
specific time period. This approach hardly provides an incentive for businesses, which
are generally in the best position to correct data errors about their operations, to
identify errors and remedy them. On the other hand, if databases remain publicly
accessible, firms' self interest in correcting errors should work to help improve the
accuracy of public databases.

B. Weak Constitutional Argument

The other principal industry argument for greater process is that expanded
process is constitutionally mandated. For example, the CEEI White Paper states:

A core value of democracy is that government must be accountable to the
public for the effects of its decisions. In the U.S. Constitution this
principle has been expressed as the government’s duty to provide ‘due
process of law’ before depriving a citizen of life, liberty or property. In
support of this principle, a broad array of federal and state laws have been
enacted to assure that administrative agencies provide fair notice to the
public of their intentions . . . [and] an effective opportunity for citizens to
participate in the decision-making process.'?®

As alegal matter, this constitutional argument iswholly unfounded.

First, while the release of environmental data and other information could
potentially harm a firm’s public reputation, and possibly undermine its financial
position, government information disclosure is generally not viewed as affecting a
protected “property” interest under the Due Process Clause. In Paul v. Davis,*® the
Supreme Court held that damage to an individual’s reputation as a result of
government action does not affect a property interest subject to due process protection.
Numerous lower federal courts have relied on this precedent to reject due process
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claims based on alleged injuries to firms reputations or corporate goodwill arising
from government dissemination of information.**

Second, regardless of whether the publication of certain information affects a
“property” interest, such a disclosure probably does not constitute a “deprivation” of
that interest within the meaning of the Due Process Clause. For example, in Waxman
Technologies, Inc. v. L. Miller, Jr.,*** a federal appeals court rejected a due process
clam based on a county’s release of a report alegedly containing defamatory
information about a firm. The court held that the publication of the information did not
constitute a “deprivation” of the company’s “goodwill or any state right or status.”**
Similarly, in Industrial Safety Equipment Ass., Inc. v. EPA,** another appeals court
rejected a clam that an agency publication criticizing the plaintiff’s respiratory
protection devices deprived the company of a property right. The court ruled that the
firm possessed a property interest in a government-issued certification for its product,
but concluded that the publication did not implicate the Due Process Clause because it
did not directly affect the certification and “only introduced new information into the
market with a possible effect on competition.”***

Finally, the procedural protections of the Due Process Clause generally do not
apply to information disclosure programs because procedural due process can only be
invoked in the adjudicatory context.’® As stated in a well-respected treatise,
“Procedural due process does not apply when government makes a policy decision that
has an adverse impact on an entire classification of individuals or firms.”**® Supreme
Court due process decisions recognize a distinction “between proceedings for the
purpose of promulgating policy-type rules or standards, on the one hand, and
proceedings designed to adjudicate disputed facts in particular cases on the other.”**
This “general-specific” distinction is rooted in the underlying rationale for procedural
due process protection: government proceedings affecting specific individuals have a
special potential to create unfairness and abuse. Broadly applicable government policy
decisions do not carry the same risks.

In short, the Due Process Clause does not mandate that the EPA and other
federal agencies afford private firms any particular types of procedural protection prior
to publishing information relating to their environmental performance. As aresult, the
case for procedural restrictions must be analyzed in conventional policy terms by
identifying and weighing the relevant costs and benefits of each proposal.

C. Policy Arguments

From the industry standpoint, the case for increased process is relatively
simple. Businesses have an interest in ensuring that little or no negative, inaccurate
information about their operationsis released to the public. And private firms certainly
have a legitimate argument that, as a matter of fairness, publicly released information
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should be as accurate as possible. But the larger question is whether the benefits to
industry from more process are outweighed by the public costs of more process,
especialy given industry’s meager showing that its proposals are designed to serve a
significant data quality problem.

Industry’ s proposals for increased administrative process must be evaluated in
light of the likely effects of these proposals on the effectiveness of disclosure
programs. Lega scholars have recognized, in a variety of different contexts, that
increased administrative process can adversely affect the speed and effectiveness of
agency decision-making. As stated in one recent analysis, the “enemies of government
regulation can think of no more expeditious way to frustrate the agencies than to
impose on them additional requirements of procedural due process.”*®® Furthermore, it
is a commonplace observation that advocacy of more process can serve as an effective
strategy to undermine regulations which may be difficult to challenge directly either
through the legal or the political process. As Professor (now Justice) Antonin Scalia
once observed, “An interest group which cannot advance its goals of eliminating” an
agency’s authority “may, quite rationally, settle for imposition of cumbersome
procedures that at the least reduce the extent to which” agency authority can be
exercised.’®

Industry’s demands for “procedural reform” threaten to impose three kinds of
burdens on the administrative process.

1. Delay

First, greater procedural process would mean delays in the release of
information to the public. For example, providing advance notice and an opportunity
to comment on proposed “information products’ would consume time and retard the
publication of information products. The elaborate “ stakeholder involvement” process
would likewise delay information disclosure. These proposals and others, by creating
new agency decision-making points, as well as associated opportunities for public
involvement, would inevitably slow the flow of information to the public.

Delay in the release of environmental data to the public already is a serious
problem. For example, according to EPA sources, it now takes approximately two
years from the time the EPA receives TRI data until the EPA releases them to the
public.'® The 2000 TRI data were not released until the end of May 2002.** This
delay occurs notwithstanding the fact that the EPA receives approximately 70 percent
of the TRI datain electronic form and could, as a technical matter, release them to the
public almost as soon as they are received. Similarly, the EPA’s Office of
Enforcement and Compliance Assistance experiences significant delays in the
disclosure of data on enforcement, in part because it sends the information it plans to
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release to both the states and the entities to which the information pertains for
verification.'*

Delay necessarily undermines the effectiveness of disclosure as a tool for
protecting the environment and public health. Stale or outdated information is less
useful than current information for educating the public about environmental trends or
for identifying new risks. Thus, delay reduces information’s utility for promoting
informed public participation in environmental policy making. It also reduces the
effectiveness of information disclosure as a spur for environmentally responsible
business practices.

2. L ess Information

More process also would lead to a net reduction in the amount of information
disclosed to the public. The large investment of staff time required to comply with
procedura requirements would divert the agency from the primary task of compiling
information and making it available to the public. For example, the proposal that the
EPA accept petitions seeking modifications of its “public messages’ concerning
information resources could potentially impose a major drain on agency resources. To
pick another example, the proposal that the EPA establish procedures for involving
stakeholders could divert significant agency attention. Given limited agency budgets
for administering right-to-know programs, greater administrative burdens would
inevitably reduce the volume and types of information disclosed to the public.

Industry’ s proposals for the use of existing data for new purposes, in particular,
illustrates the need for balance and a sense of proportion in this area. The
environmental data submitted to the EPA represent an enormously valuable and
generaly reliable reservoir of information. A requirement that the EPA go through
elaborate administrative steps before using the data for a new or different purpose
would deprive government agencies and the public of valuable uses for existing
information. It is understandable why private firms would value the opportunity to
object whenever information submitted for one purpose is used for some different
purpose. However, this proposal ultimately seems counter-productive, given the
administrative burdens it would impose. It isimplausible, at least as a general matter,
that the apparently modest benefits of this proposed procedural restriction could justify
its significant costs to the public and government.

Some of industry’s proposals are explicitly designed to reduce the volume of
information made available to the public. For example, under the business coalition’s
“stewardship principles,” the EPA would only release information after the agency has
first determined the disclosure has a defined purpose for specified audiences and that
the information can be adequately understood by that audience. This proposal would
deprive the public of a great deal of information because an agency cannot predict al
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the valuable uses to which the public and non-governmental groups could put
information. In fact, the public has been quite creative in its use of disclosed
information, and has found certain information to be useful in ways that the agency
never predicted.**

3. More Special Interest Influence

Finally, the proposed procedural restrictions would tend to recreate one of the
very problems which environmental information disclosure is designed to overcome—
the tendency, because of public advocates high transaction costs and the “free rider”
problem, for industry to exert undue influence over environmental policy making.

The proposed procedural reforms would create a new set of complex legal and
administrative processes in the field of information disclosure. Industrial firms and
associated trade associations, represented by sophisticated legal counsel and expert
consultants, could frequently take advantage of the proposed procedures. They would
have both the resources and the incentive to participate in time-consuming debates
about how disclosure programs should be administered.®™ A firm subject to
information disclosure requirements has a specific and significant interest in the nature,
extent, and timing of any disclosure. The genera public, by contrast, cannot take
advantage of these procedures to the same extent, nor effectively intervene in response
to all the potential initiatives by business firms under the proposed procedures. As a
result, more process tilts the playing field in favor of regulated interests.

More process would ultimately lead to less balanced information disclosure.
For example, participants in “stakeholder processes’ for the development of
information products generally need certain types of technical or scientific expertisein
order to participate effectively. This type of expertise is much more likely to be
available to industry representatives than to representatives of the public. As aresult,
procedures which are neutral in appearance, because they are available to all, would
likely be very biased in fact. Even the proposed error-correction process could create
bias, in practice, in favor of regulated businesses and against the public. A firm which
has submitted information to the EPA has an incentive to correct errors not in its favor,
but has no incentive to correct errorsin its favor. Asaresult, an information database,
once it undergoes an elaborate “data quality” review dominated by industry, could
actually be more misleading, in a global sense, than it was before the data correction
process began.

Furthermore, the proposed procedures would increase special interest influence
because many are designed, either explicitly or implicitly, to elevate businesses
concerns about information disclosure. For example, the business coalition’s proposed
criteria for determining the extent of stakeholder involvement in developing a new
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information product include “the impact of the information disclosure on particular
companies, facilities, or products.”'* By contrast, the potential value of the disclosure
to an affected community, for example, is not listed as a criterion for determining
stakeholder involvement. Similarly, the proposal that the EPA notify information
submitters before it decides to use data submitted for one purpose for a different
purpose seeks to address a concern specific to business.

Expanding opportunities for public involvement, on its face, appears to provide
an evenhanded way of democratizing agency decision-making. For the reasons
discussed, however, more process could actually enhance industry influence over
agency information policies and undermine the effectiveness of information programs.

VI. RESPONSE TO PROPOSALS FOR EXPANDED JUDICIAL
REVIEW

The industry proposals to expand judicial review of agency disclosure
programs also would have adverse effects on the public’s right to know. The current
[imits on suits against the government under the Administrative Procedure Act and the
Federal Tort Claims Act reflect a careful balance between competing interests and
values. Creating expanded opportunities to sue over disclosure decisions would alter
this balance and alow business groups to use litigation, as well as the threat of
litigation, to unfairly influence information disclosure policies and programs.

A. The Rationalefor Limited Judicial Review

This section provides an overview of the justifications for the limitations on the
rights to sue created by the Administrative Procedure Act and the Federal Tort Claims
Act.

1. Administrative Procedure Act

The basic purpose of the APA isto impose an external check on administrative
agencies to prevent, and provide a mechanism for fixing, illegal or irrationa agency
decisions.** As stated by the Supreme Court, “ The theoretical justification for judicia
review of agency action is grounded in concerns about constraining the exercise of
discretionary power by administrative agencies.”'” The APA controls agency
discretion by prescribing procedures agencies must follow in order to take certain
actions.*® To a more limited extent, the APA also imposes direct substantive
constraints on agency decision-making.**

The APA also reflects a recognition that “[jJudicial review of agency action
creates significant delay in agency decision-making and imposes significant costs on
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agencies’ and, therefore, “interferes with the societal goal of efficient and timely
implementation of government programs.”** Courts analyzing the scope of judicial
review under the APA have frequently acknowledged these costs. Thus, the Supreme
Court, in holding that an agency’s issuance of a complaint was not judicialy
reviewable, observed that “the effect of the judicia review” would “likely . . . be
interference with the proper functioning of the agency and a burden for the courts.”*>*
Similarly, to support the determination that agency opinion letters were not final
agency action, a federal appeals court observed that affording judicial review “might
well discourage the practice of giving such opinions, with a net loss of far greater
proportions to the average citizen than any possible gain which would accrue.”**

The APA includes various limits on judicial review designed to balance the
need to control agencies discretion with the need to protect agencies ability to
function efficiently. The Act affords judicial review for “[algency action made
reviewable by statute and final agency action for which there is no adequate remedy in
a court.”*™ For an agency action to meet the finality requirement it “must be one by
which ‘rights or obligations have been determined,” or from which *‘legal consequences
will flow.””*™* The APA explicitly does not apply when “statutes preclude judicial
review” or when “agency action is committed to agency discretion by law.”*** Judicial
review is also indirectly constrained by other provisions limiting the scope of the
APA’s procedural mandates, such as the exception for “genera statements of policy”
from the APA’s notice and comment requirements.™®® The upshot of all the various
provisions limiting the scope of the APA is that “[aldministrative agencies make
thousands, if not millions, of decisions every day, but only a small fraction of that
massive output may be challenged immediately in a court.”*’

With respect to information disclosures specifically, judicial review is generally
precluded on the theory that information disclosure is not “agency action” within the
meaning of the APA. In the semina case of Hearst Radio, Inc. v. F.C.C., the U.S.
Court of Appeals for the D.C. Circuit held that publication of an allegedly defamatory
agency report was not “agency action” under the APA.>™® This holding is consistent
with the basic understanding that a reviewable agency action must be one by which
rights or obligations have been determined, or from which legal consequences will
flow.

More than 50 years after the Hearst decision, the basic rule remains that agency
disclosure of information is not an “agency action” subject to judicia review under the
APA. In recent years courts have refused to consider APA challenges to a variety of
agency educational publications, including a guide evaluating the effectiveness of
different respiratory protection devices,**® a report on techniques for pricing trucking
services,*® and a publication comparing different consumer drugs and their prices.**
The courts have recognized that information disclosure may have adverse practical
consequences for firms, for example by making consumers less likely to purchase a
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particular product. However, these kinds of effects, standing aone, do not make the
disclosures reviewable actions under the APA.**2

The courts have identified two potential exceptions to the genera rule that
information disclosure is not reviewable under the APA. First, in the Hearst case
itself, the D.C. Circuit observed that the APA definition of agency action includes
“sanctions,” and suggested that the release of information in some circumstances could
constitute a sanction.’® Building on this suggestion, the D.C. Circuit, in Industrial
Safety Equipment Ass., Inc. v. EPA, indicated that when a disclosure of information
produces actual harm * courts have a duty to decide whether there is aremedy under the
APA for the release of information.”*® To make that decision, the court said, it had to
determine whether the “agency [was| intent on penalizing a party through adverse
publicity, especially false or unauthorized publicity.”**® On the facts of the case, the
court concluded that the agency’s issuance of a guide discussing different respiratory
protection devices did not represent a sanction, given that the agency had not issued the
guide to penalize the manufacturers. Therefore, the decision to issue the guide was not
judicially reviewable as a sanction.'®®

Second, the courts have recognized an exception to the genera rule of non-
reviewability of information disclosure when the disclosure is intertwined with an
agency action which itself is subject to judicia review under the APA, or where the
disclosure triggers other regulatory effects. In Brown & Williamson Tobacco Corp. v.
FTC, afedera appeals court concluded that the FTC's announcement that a cigarette
company’s claims that it produced “low tar” cigarettes were inaccurate was likely
insufficient, by itself, to be a reviewable agency action.®” However, the court stated
that the announcement was subject to review because the FTC also stated in the
announcement that it had decided against issuing any figures on tar content in the
company’s cigarettes, an action which effectively prohibited the company from
continuing to make low-tar claims for its product.*®

Similarly, the D.C. Circuit determined that it could review a challenge to a
published report by the U.S. Department of Health and Human Services stating that the
department was upgrading dioxin from the “reasonably anticipated” to the “known”
category of carcinogens.*® The court said that the identification of dioxin as a known
carcinogen would have “binding effect” because it would trigger other regulatory
obligations.*™ It also found binding effect based on the procedural steps, including
providing notice and an opportunity to comment, which the agency had to complete to
list a substance as a carcinogen.*” In addition, the court pointed out that the agency
had published a notice of its proposed action in the federal register, and that the
carcinogen classification was mandated by afederal statute, the Public Health Act.*"2

In sum, there is no categorical rule that an agency action involving the
disclosure of data and other information to the public is necessarily exempt from
judicia review under the APA. Nonetheless, under the prevailing legal standards,
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most types of disclosure policies and programs do not represent agency actions subject
to APA review.

2. Federal Tort Claims Act

Similarly, the limitations on waiver of sovereign immunity in the Federa Tort
Claims Act generally preclude tort claims against the United States based on
information disclosure. As discussed, the Act’s waiver of sovereign immunity does
not apply to claims based on the exercise of so-called “discretionary functions,” or to
claims of libel, slander, or misrepresentation.” Industry seeks to limit the scope of the
first of these exceptions, and seeks to repeal the second. These proposals run counter
to the strong policy reasons for adopting these exceptions in the first place.

The Discretionary Function Exception. The FTCA exception for “discretionary
functions” seeks to avoid litigation over what Congress regarded as quintessentially
governmental functions. As the Supreme Court has stated, Congress did not
“contemplate]] that the Government should be subject to liability arising from acts of a
governmental nature or function.”*”

Congress believed that the threat of damages actions could prevent government
officials from exercising their responsibilities in an objective and independent fashion.
As the Supreme Court explained in Barr v. Manteo:

It has been thought important that officials of government should be free
to exercise their duties unembarrassed by the fear of damage suits in
respect of acts done in the course of those duties—suits . . . [,] the threat
of which might appreciably inhibit the fearless, vigorous, and effective
administration of policies of government.*”

Government immunity is necessary to avoid the disruptions, worries, and distractions
that litigation and the threat of litigation would create for government officials.*”® The
Supreme Court further explained in Barr:

It is impossible to know whether the claim is well founded until the case
has been tried, and [] to submit al officials, the innocent as well as the
guilty, to the burden of atrial and to the inevitable danger of its outcome
would dampen the ardor of all but the most resolute, or the most
irresponsible, in the unflinching discharge of their duties.*”

Finally, the “discretionary function” exception reflects Congress conclusion
that, for several different reasons, the judiciary is not the appropriate branch of
government “to determine whether complex governmental decisions are
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‘reasonable.’”*"® For one thing, “legislative bodies and agencies are better equipped to
determine the costs and benefits of alternative government policies than the courts
are”*® For another, “in our democratic form of government, politically accountable
ingtitutions, rather than politically unaccountable judges, have the authority and
responsibility for making policy decisions.”*® “If the discretion exercised by the
agency involves ‘political, social, or economic judgments,”” the D.C. Circuit stated, “it
is the type of decision that is of the nature and quality that Congress intended to shield
from tort liability through the discretionary function exemption.”*&*

Exception for Sander, Libel, or Misrepresentation. The exception for actions
subject to challenge as libel, slander, or misrepresentation is based on many of the
same considerations as the discretionary function exception. Thus, it is designed to
avoid subjecting agency officials to the burdens of litigation and to keep the judiciary
from second-guessing the policy judgments of administrative agencies. This exception
also reflects the judgment that the public interest is served best if government officials
are accorded wide latitude when they share information with the public.
“[G]overnment officials should not be hampered in their writing and speaking by the
possibility that their actions would give rise to government liability.”*¥* Absent
immunity from suit for libel, slander or misrepresentation, “the prospect of
governmental liability . . . [would] deter[] federal employees from speaking and
writing forthrightly.” %3

B. Likely Adver se Consequences of Expanded Judicial Review

Industry proposals to expand judicial review of information disclosure trigger
concerns which go to the heart of the longstanding debate over the advantages and
disadvantages of judicial review of agency action. From the perspective of any
specific interest group with a legal objection to an agency action, the availability of
judicia review is aways salutary. However, in the view of many legal scholars,
looking at the issue from a broader perspective, judicial review often has serious
negative consequences for policy-making and the operations of federal agencies.

As a threshold matter, access to the courts, while usually even-handed in a
formal sense, is anything but that in practice. In the ream of litigation “the power is
held by interest groups and others who can afford the lawyers to play the process and
go to the courts.”*® Because “[r]egulated interests have more resources . . . than do
ordinary citizens,” judicial review of agency action creates an uneven playing field
which favors business.’®® Furthermore, regulated firms often have greater incentives to
invoke judicia remedies than the general public. Regulations impose a cost on “those
who exercise economic power” in the marketplace, such that “[flor any individual
regulate[d firm], the general benefits of regulation to society rarely outweigh the
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expense of compliance with [government] requirements.”*® By contrast, ordinary
citizens, who have only a small stake in any specific issue, generally have less of an
incentive to litigate.

The one-sided nature of judicia review of agency actions skews the substance
of agency decison-making. Agency staff naturally deliberates with particular care
about those problems and questions likely to produce litigation against the agency.
Therefore, as confirmed by a good deal of empirical evidence, an agency will often
shape its policies to deflect the potential for litigation. For example, a study found that
the Internal Revenue Service responded to frequent legal challenges by wealthy
taxpayers to IRS audits by shifting its auditors towards lower income taxpayers.*®’
Similarly, exacting court review of the EPA Clean Air Act decisions has been blamed
for the EPA’s abandonment of its efforts to promulgate “‘ best practicable technology’
standards’ for most air pollutants.*®

Judicial review also imposes significant costs on the agencies. First, when
actually embroiled in the litigation process, agencies must devote significant staff and
financial resources “to surviving [the] . . . review process.”*® In addition, the constant
prospect of future litigation forces agencies, in the course of day-to-day decision-
making, to “devote exorbitant levels of resources to lawyering, thereby unleashing ‘an
excessive focus on process rather than the substance of governmental decisions.’”*®
The result is an “inefficient and ineffective agency allocation of resources, as agencies
become more concerned with surviving review than with advancing their
commissioned agendas.”***

The burdens imposed by the litigation process can make agencies reluctant to
act at al. In the words of one scholar, APA review has “ossified” the administrative
process, "making administrators slow and timid to address their responsibilities.'*
Agencies facing potential judicial review are “constantly ‘looking over their shoulders
at the reviewing courts’ in doing their work.®® The extensive effort required to
produce a rule that can withstand judicial review has caused some agencies to seek
ways to avoid rule making altogether.'**

The net effect of al of these consequences of judicia review “is highly
antiregulatory.”*® When a regulatory agency delays taking action, or decides not to
take action at all, because of the threat of ajudicial challenge, the primary beneficiary
is regulated industry. The direct and indirect costs of judicia review mean that fewer
agency resources are available for developing, implementing, and enforcing
regulations. The process of agency “ossification” catalyzed by extensive judicial
review means that agencies will launch fewer new initiatives to protect public health
and the environment.'*

Finally, a number of scholars have voiced the concern that expansive judicial
review entangles the courts in policy matters properly left to the popularly elected
legislative and executive branches.®” Agency decisions typicaly involve a careful
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weighing of different policy considerations. Judicial review of agency decisions, even
under adeferential standard of review, risksjudicia trumping of the political branches.

Given al of these objections and others*® to judicial review of agency action,
one prominent scholar has gone so far as to propose the elimination of judicial review
of agency rulemaking.® Others have proposed, in the alternative, that the public
interest would be served by reducing the stringency of judicial review of agency
actions.®®

Based on the foregoing, it is fair to conclude that expanded judicial review of
information disclosure programs would have predictable adverse effects on these
programs. According to Professor Cross, regulated firms are well aware of the effects
of judicia review on administrative agencies and, therefore, have “consistently
promoted greater judicial review, beginning with the passage of the APA itself” to
promote business interests.®®* Viewed from this perspective, industry’s proposals to
expand judicial review of information disclosure programs can properly be viewed as a
not-so-subtle effort to weaken these programs.

Firgt, litigation over disclosure programs would certainly be one-sided. For all
the reasons discussed above, industry would have greater resources and more incentive
than the general public to challenge the administration of disclosure programs.
Furthermore, the entire emphasis of industry’s judicial review agenda is to create
remedies for firms whose products, emissions, or facilities have been inaccurately
reported. It isnot even clear that industry’s platform on judicial review is intended to
include access to the courts by the general public. Finaly, members of the general
public may encounter greater Article 11l “standing” problems in seeking to challenge
the administration of information disclosure problems than private firms would
encounter in seeking to challenge the release of inaccurate information related to their
busi nesses, 2

Second, judicia review of disclosure programs would skew agency decisions
on disclosure issues. The threat of industry litigation would encourage agencies not to
release information, or at least to delay the release of information, especially when an
information report might be controversial ®® The staff and other agency resources
diverted by the litigation process would subtract from the agency resources available to
focus on actually distributing information to the public. More litigation also would
require greater agency focus on legal process, creating a more cautious and deliberative
agency culture, diverting attention from the mission of information disclosure. The
upshot “would be to hamper the free flow of information,”®® undermining if not
defeating the fundamental purpose for establishing information disclosure programs.

Finally, expanded judicia review of information disclosure decisions would
enmesh courts in policy decisions best |eft to the political branches. As stated by a
federal appeals court, balancing the public's interest in disclosure against a private
interest in withholding the information is “‘fraught with . . . public policy
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considerations' that necessarily involve the exercise of ‘political, social, and economic
judgment.’”?® Under our system of separated powers, the courts are the least well
equipped and have the least political authority to make these decisions.

VII.  RESPONSE TO PROPOSAL FOR INCREASED SECRECY AND
CONFIDENTIALITY

The final set of industry proposals requiring evaluation involves proposed
restrictions on public availability of certain kinds of allegedly vauable business
information and information related to national security. While there are arguments in
favor of industry’s positions, particularly when national security is genuinely at stake,
industry has overlooked or ignored the significant public costs of walling off large
categories of information from the public.

A. “Trade Secrets’ and Confidential Business | nfor mation

The proposal for greater protection for trade secret and other confidential
business information raises two distinct questions. The first is the extent to which
businesses have a “right” to withhold from the public confidential information about
their facilities or operations. The second issue is whether public policy considerations
justify broad prohibitions on the disclosure of information which, as a result of the so-
called “mosaic effect,” might lead to the disclosure of trade secrets.

1 Qualified Nature of Private “Rights’ in Information

First, industry’ s apparent premise that there is some core set of trade secrets or
otherwise confidential information which a business has an absolute right to withhold
from the public is demonstrably incorrect.

As a threshold matter, there is a substantial question whether the law of trade
secrets should be interpreted to create any type of private right against the public, as
opposed to a safeguard for the confidentiality of information between private parties.
The law of trade secrets originaly developed as a common law rule to govern
relationships between private competitors in the marketplace.®® The section on trade
secrets in the Restatement of Torts, for example, focuses principaly on the unjust
enrichment and competitive harm which can result when a competitor acquires
confidential business information through breaches of contract or of confidential
relationships.®®’ When the issue is whether the public should have access to data or
other information in order to protect public health or the environment, the justifications
for the traditional law of trade secrecy do not necessarily apply. As stated by the D.C.
Circuit in a case addressing whether the public should have access to clinical studies
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on a proposed new product, information relating to public heath and safety raises
“important considerations which the common law [of trade secrecy] was not designed
to handle.”#®

Assuming for the sake of argument that the traditional law of trade secrecy has
some relevance in the context of government disclosure programs, a firm's right to
demand that confidential information be withheld from the public is clearly quite
limited. The Supreme Court has ruled that the owner of a trade secret has no
constitutional right to prevent disclosure to the public, even if the disclosure would
dilute the value of the trade secret. Under the Constitution, trade secrets have been
recognized as aform of “property” within the meaning of the Takings and Due Process
Clauses. However, a clam of private property rights cannot stand in the way of a
disclosure requirement designed to serve alegitimate public health or safety objective.

The leading precedent is the Supreme Court’s decision in Ruckleshaus v.
Monsanto.’® The case involved a “takings’ challenge under the Fifth Amendment to
the Federal Insecticide, Fungicide, and Rodenticide Act, which authorizes public
disclosure of certain test data submitted to the EPA by pesticide manufacturers. The
test data included confidential information that qualified as a trade secret. The
Supreme Court ruled that, at least in the absence of an express agency commitment to
safeguard the confidentiality of the data when it was submitted, the manufacturers
lacked the kind of “investment-backed expectations’ in the confidentiality of the
information necessary to support a taking clam. “Aslong as [the company] is aware
of the conditions under which the data are submitted, and the conditions are rationally
related to a legitimate Government interest, a voluntary submission of data by an
applicant in exchange for the economic advantages of a [pesticide] registration can
hardly be called ataking.”#*°

The ruling in Monsanto is consistent with a number of older Supreme Court
decisions upholding public right-to-know requirements against property rights
challenges. For example, in Corn Products Refining Co. v. Eddy,*"* the Supreme
Court rejected a claim that the State of Kansas effected a “taking” by requiring a
manufacturer of table syrup to publicly disclose the percentage of each ingredient in
the syrup. The Court said:

[I]t is too plain for argument that a manufacturer or vendor has no
congtitutional right to sell goods without giving to the purchaser fair
information of what it isthat is being sold. The right of a manufacturer to
maintain secrecy as to his compounds and processes must be held subject
to the right of the State, in the exercise of its police power and in
promotion of fair dealing, to require that the nature of the product be
fairly set forth.?2
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Similarly, in National Fertilizer Ass'n v. Bradley,”® the Court rejected a claim that a
South Carolina law deprived fertilizer manufacturers of their property rights by
requiring them to publicly disclose the ingredients in the fertilizer they sold to the
public.

These precedents support the constitutionality of modern right-to-know
legidation against property rights challenges. For example, in New Jersey Sate
Chamber of Commerce v. Hughey,?* afederal court rejected a takings challenge to the
New Jersey Worker and Community Right to Know Act, which denies trade secret
protection to substances included on a “special headth hazard” list. The court
recognized that the law meant that “[e]lmployers may face the unpleasant choice of
disclosing trade secrets or limiting or shutting down operations in New Jersey.”
Nonetheless, the court said, “as long as the employer is aware of the conditions under
which the data are submitted and as long as the conditions are rationaly related to a
legitimate government interest, a submission under the Right to Know Act does not
constitute a taking.”#*® The U.S. Court of Appeals for the Third Circuit followed the
same reasoning in rejecting a takings challenge to the Pennsylvania Worker and
Community Right to Know Act.?

Based on this understanding of the qualified nature of private rights in
confidential business information, Congress has assumed broad authority to compel
disclosure of trade secret information. The Trade Secrets Act,”™® the most general
federa legislation on the subject, imposes a crimina fine on government employees
who disclose trade secrets revealed to them in the course of their employment.
However, the Act states that this sanction only applies to a disclosure “in a manner not
authorized by law,” indirectly recognizing that disclosures of trade secrets are
permissible so long as they are legally authorized. In Chrysler Corp. v. Brown,?* the
Supreme Court ruled that a disclosure meets the “authorized by law” standard if it is
made pursuant to a regulation that has “the force and effect of law.”?® Under this
liberal standard,?** federal agencies have broad discretion to compel public disclosure
of “trade secrets’ to protect the public welfare.

Relying on this broad authority, Congress has authorized disclosure of
commercially valuable business information in a variety of contexts. For example, the
Toxic Substances Control Act authorizes disclosure of trade secrets when “necessary to
protect public health or the environment against unreasonable risk of injury to health or
the environment.”?? The provision of the Federal Insecticide, Fungicide, and
Rodenticide Act which was at issue in Monsanto mandates that health and safety
studies “be available for disclosure to the public’ when the EPA Administrator
“determing[g] that disclosure is necessary to protect against an unreasonable risk of
injury to health or the environment.””® EPCRA requires disclosure of trade secrets
where the disclosure is necessary to diagnose or treat a medical problem or where a
medical emergency exists arising from exposure to a chemical .

613



Echeverria

In sum, there is no real question that agencies, at least when authorized to do so
by Congress, can compel disclosure of trade secret information to protect public health
and the environment. Thus, as with the issue of whether businesses should be
accorded greater procedural rights to influence disclosure polices, the issue of how
much protection to grant confidential business information ultimately comes down to a
matter of policy judgment.

2. Policy Concerns About Expanding Confidentiality

The basic argument for protecting trade secrets and other confidential business
information is that it promotes the creation of valuable intellectual capital .
According to this argument, if firms know they will enjoy the exclusive right to exploit
the economic benefits of a novel chemical formula or distinctive manufacturing
process, they will invest more in coming up with such innovations, to the benefit not
only of the firm but of society as a whole. On the other hand, if they lack confidence
they will reap the economic benefits of investing in innovations, they will invest less,
to society’ s detriment.

While this argument has some obvious force, there also are strong policy
arguments against rigid protection for trade secrets. Some economists question the
value of protecting trade secrets as a way of encouraging investment, observing that
technical innovations are likely to be economically valuable even without complete
confidentiality.”® In addition, the patent system provides an alternative—and publicly
transparent—means for safeguarding intellectual capital.”*’ Finally, while protecting
trade secrets can potentially produce social benefits, it also may be socialy costly. In
particular, as observed by scholar Mary Lyndon, trade secrecy can stifle economic
activity because it “encourages wasteful duplication and lack of coordination” among
different firms.?®

The industry “mosaic” argument faces an especialy steep uphill climb because
it seeks confidentia treatment of information that is not a trade secret. The mosaic
theory is based on the notion that a firm’s competitors could use access to information
that is publicly available to form a mosaic that reveals confidentia information. Thus,
according to the industry position, in order to provide genuine protection for trade
secrets, confidential treatment has to be extended beyond the actual realm of trade
secrets.

The first objection to this position is that the mosaic theory is unproven. While
it is intuitively plausible that competitors could invade trade secrets by creating a
mosaic, there is apparently no evidence that this actually occurs. EPA officials and
public interest advocates have reportedly challenged industry representatives to
provide examples demonstrating the existence of the mosaic effect, but industry has so
far failed to meet the challenge® A Government Accounting Office report quotes
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competitive intelligence professionals who express doubt that competitors actually can
and do mine publicly available environmental data to obtain trade secrets.®® In short,
the mosaic argument appears to be directed primarily at a theoretical, rather than an
actual problem.®*

In addition, confidential treatment of information that could lead to the
disclosure of trade secrets would conflict with the basic objectives of disclosure
programs. Protection for trade secrets is inherently anti-right-to-know. Thus,
expansive protection for trade secrets would “lead[] workers to expose themselves
unknowingly to chemical dangers, leav[ing] them unaware of the true causes of
chemically induced diseases, and giv[ing] rise to injuries, premature deaths, lost
productivity, and medical and social welfare costs.”?** Secrecy also would make it
more difficult for those downstream or downwind from polluters to hold them
accountable; in this sense, “[I]egalizing secret exposures . . . immunizes the polluter
from liability.”*® Moreover, trade secrecy injects a kind of “regressive circularity”
into environmental regulation, “because if it is not revealed, a chemical will not be
studied and therefore will not be found toxic.”*

In a more theoretical sense, a broad secrecy rule would reinforce the economic
market failures that disclosure programs are supposed to help eliminate. If negative
externalities cannot even be identified because of trade secrecy rules, the problems will
go unremedied. More unremedied environmental problems would mean that
environmental regulation would become more uneven, producing economic
inefficiencies.>® These inefficiencies could actually be self-reinforcing, because “the
expectation of alegal shield from health research may affirmatively guide investments
in the direction of secrecy.”*®

Likewise, a broad trade secrecy rule would exacerbate political failures. It
would deprive the public of information it needs to take action to counter threats to
public health and the environment. Thus, shielding information from the public under
a vell of trade secrecy would increase the disadvantages citizens already face in
expressing the broad public interest in environmental protection.

Finally, a broad secrecy entitlement would undermine or eliminate other
benefits of disclosure programs. Secrecy undermines individual autonomy and
freedom of choice by depriving individuals of the information they need to make
informed decisions. Greater confidential treatment of environmental data also would
hamper scientific research into public health and environmental problems. Finaly,
secrecy undermines democracy by depriving the public of information it needs for
informed debates about issues.*’

On balance, the mosaic approach appears to go too far in sacrificing important
public interests in exchange for modest private benefits. Setting aside the question of
whether the mosaic effect exists, industry’s position ultimately rests on the argument
that society should take every possible care to protect valuable business information,
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regardless of the impact on public access to useful information or the consequences for
public health or the environment. The premise is that safeguarding such information is
a value that trumps public concerns. The possible competitive harm that firms might
suffer is surely arelevant factor in crafting appropriate information disclosure policies.
But it cannot sensibly be the only criterion for establishing information disclosure
policies.

3. National Security Issues

Proposals to limit information disclosure to safeguard national security raise
important and sensitive issues, particularly in the wake of September 11". Every
citizen in the United States is now aware of the need for vigilant defense against
terrorism. Callsfor reduction in information disclosure based on national security need
to be carefully scrutinized, to avoid genuine threats to security as well as unnecessary
constraints on public access to useful information.

As a threshold matter, the disclosures of public health and environmental data
that could create a genuine security risk are quite limited. Disclosure of all or most of
the pollution data in the TRI database would raise no serious national security issues.
The same conclusion presumably applies to data on violations of public health
standards under the Beach Bill or information on contaminants in drinking water that
violate the Safe Drinking Water Act. On the other hand, disclosure of information
about the off-site consequences of accidents involving “extremely hazardous
materials’ certainly does appear to raise alegitimate security issue.

Second, even when disclosing information has some potential to create a
security problem, the risks from disclosure have to be weighed against the potential
public security benefits which disclosure can produce. As discussed in preceding
sections, public awareness of a hazardous situation can act as a spur to public and
private actions to eliminate hazards. Congress recognized this possibility in recent
legidlation addressing the dangers associated with chemical plants by mandating that
the executive branch study whether disclosure of dangerous conditions creates
“incentives for . . . reduction in the risk of accidental releases.”*® Anecdotal evidence
also supports the idea that public knowledge of dangerous conditions can help
eliminate them. For example, public information about the hazard posed by the large
volumes of liquid chlorine stored at a wastewater treatment facility in Washington,
D.C., in close proximity to the White House, Congress, and Bolling Air Force Base,
reportedly led to substitution of a safer chemical for chlorine.

In addition, public policies on the disclosure of information with security
implications should take into account the fact that the availability of information
allows communities and citizens to take steps to avoid or mitigate the effects of
accidents or terrorist actions. For example, The Safe Hometowns Guide, a publication
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designed to help communities reassess chemical site safety and security after
September 11", refers to right-to-know programs as the starting place for obtaining
information about the hazards facing a community and improving community safety.?*’
Without access to this type of basic information, a community would be essentially
powerless to develop meaningful plans to prevent loss of life or injury. In addition, if
individual citizens lack access to this type of information they cannot bring political
pressure to bear on public officias and private firms to address hazardous situations.?**
Thus, over the long-term, public disclosure of environmental hazards may, in fact, do
more to enhance public safety than barring public access to such information.

Furthermore, leaving information about hazardous conditions exclusively in the
hands of the firms whose operations create the hazards, or a narrow group of
government experts, would ignore some of the basic rationales for establishing
information disclosure programs. For the reasons described, private firms lack
sufficient incentives to expend their own financial resources to reduce risks to
neighboring communities to reasonable levels. Anecdotal information again suggests
that, in fact, firms have been slow to take meaningful action to tighten security at their
facilities following September 11".2*2 While government officials are charged with
implementing balanced security measures, their ability to carry out this responsibility
will be compromised to the extent that they deal only with private firms in deciding
what security measures to adopt.>*® Public access to hazard information is likely to
improve government decision-making by creating a public-interest counterweight to
industry influence over security matters.

Most importantly, the debate over whether or not to disclose certain
information should not divert public attention from the highest priority tasks—
reducing the likelihood of chemical accidents or terrorist attacks with potentially
devastating consequences. These tasks can be accomplished by modifying or
relocating plants and other facilities, substituting safer chemicals for more hazardous
chemicals, and reducing unnecessary inventories of stored hazardous materials.
Additional controls, including everything from cut-off valves to containment facilities,
should be added to industrial facilities to help contain the scope of a possible disaster.
Another priority should be development and/or improvement of emergency response
plans.

Overall, the best long-term strategy will generally be to acknowledge the risks
that exist and to forge strong public-private partnerships to eliminate and contain the
risks to the maximum extent possible, rather than to curtail public access to
information that itself is a cornerstone of public efforts to identify and address these
risks.
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VIII. CURRENT ISSUES

This final section briefly comments on several ongoing policy debates about
information disclosure and applies some of the analysis laid out in the preceding
sections to offer recommendations on how these debates should be resolved.

A. The Data Quality Rider

One current issue is the so-called data quality rider and ongoing federal agency
efforts to implement this piece of federal legidation. As discussed above, the rider was
adopted as part of the Fiscal Year 2001 Treasury Department appropriations bill.
While this important piece of legislation was adopted by Congress essentially without
debate, it has generated increasing controversy ever since.

The rider directed the Office of Management and Budget (OMB) to develop
government-wide guidelines “that provide policy and procedural guidance to federal
agencies for ensuring and maximizing the quality, objectivity, utility, and integrity of
information (including statistical information) disseminated by Federal agencies.”?**
The OMB guidelines shall “apply to the sharing by Federal agencies of, and access to,
information disseminated by Federal agencies”?® The rider also directs that
individual federal agencies issue their own guidelines “ensuring and maximizing the
quality, objectivity, utility, and integrity of information (including statistical
information) disseminated by the agency.”**® Each agency is required to “establish
administrative mechanisms allowing affected persons to seek and obtain correction of
information maintained and disseminated by the agency that does not comply with” the
OMB guidelines, and to report periodically to the Director of OMB on “the number
and nature of complaints received by the agency regarding the accuracy of information

disseminzag;ed by the agency,” and “how such complaints were handled by the

agency.

In February 2002, the OMB issued its final data quality guidelines as mandated
by the data quality rider.?*® The guidelines principa provisions direct agencies “to
adopt a basic standard of quality (including objectivity, utility, and integrity) as a
performance goal” for disclosure programs;?® state that data quality should be
appropriate “to the nature and timeliness of the information to be disseminated” as well
as “for the various categories of information;”?*° and instruct the agencies to “develop
a process for reviewing the quality . . . of information before it is disseminated.”**
The guidelines also require the agencies to “establish administrative mechanisms
allowing affected persons to seek and obtain, where appropriate, timely correction of
information maintained and disseminated by the agency that does not comply with
OMB or agency guidelines,”?? and require the agencies to “establish an administrative
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appeal process to review the agency’s initial decision,” where the affected entity does
not agree with that decision.”®

In discussing the guidelines “underlying principles,” OMB states that “[i]t is
important that these guidelines do not impose unnecessary administrative burdens that
would inhibit agencies from continuing to take advantage of the Internet and other
technologies to disseminate information that can be of great benefit and value to the
public.”®* The OMB guidelines grant agencies fairly broad discretion in developing
their own guidelines to balance the mandate to improve “data quality” with the need to
avoid unnecessary administrative burdens. “The guidelines recognize [] that
information quality comes at a cost,” and they instruct the agencies to “weigh the costs
.. . and the benefits of higher information quality in the development of information,
and the level of quality to which the information disseminated will be held.”?*®

The data quality rider represents a significant victory for industry critics of
information disclosure programs. The rider advances important aspects of the industry
platform on information disclosure, particularly in terms of granting greater procedural
opportunities for industry to influence disclosure programs. The rider will
undoubtedly force agencies to devote a fair amount of time and energy to
administering the mandatory process for reviewing data quality before the data are
released, and to handling requests for corrections as well as administrative appeals
from agency decisions on data correction requests. The vague terminology in the rider
itself and the OMB guidelines could provide fodder for a wide range of complicated,
time-consuming administrative disputes. Accordingly, for all the reasons described in
Section V, the rider threatens to delay the release of information and generally impede
the flow of information to the public. Because the rider establishes a one-sided process
exclusively for the benefit of industry, the rider also threatens to skew the substantive
content of information made available to the public.*®

Not surprisingly, the data quality rider has itself become the focus of criticism.
Senator James M. Jeffords, then Chairman of the Senate Environment Committee,
stated that “Opponents of government action to protect the public health and the
environment” are attempting to “misuse [the data quality rider] to prevent the public
from getting valid information about threats to their well being and quality of life.”%’
A recent analysis of the rider predicts that it will “reduce dramatically the amount of
information [agencies] release to the public.”?*® The advocacy group OMB Watch has
observed that the OMB guidelines appear to “set[] up an extremely high burden of
proof for regulatory action,”®® suggesting that the guidelines could tie up risk
assessments and other analyses in so much red tape that agencies will find it difficult to
proceed.

It remains to be seen whether these dire predictions will be readlized. As
discussed, federal agencies have been granted broad discretion by Congress as well as
the OMB guidelines to fashion their own guidelines so as to avoid “unnecessary
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administrative” burdens which would interfere with the implementation of right-to-
know programs. While this instruction is subject to various interpretations, it appears
to provide the agencies broad latitude to craft their guidelines in a way that minimizes
the adverse effects on disclosure programs. In addition, the mandate established by the
data quality rider has to be interpreted in light of agencies’ other legal responsibilities,
including the mandates imposed by federal right-to-know legidlation such as EPCRA
or the Safe Drinking Water Act. Finally, the fact that the rider was adopted without
congressional debate suggests that it cannot properly be interpreted as providing the
legal foundation for a major revamping of agency decision-making processes.

One critical, unresolved question is whether agency implementation of the data
quality rider will be subject to federal court review under the Administrative Procedure
Act. Asdiscussed above, an important element of the industry agenda on information
disclosure has been to obtain congressional enactment of a federal information statute
containing legally enforceable standards. The question is whether the data quality rider
fulfills that objective. OMB appears to have intentionally left open the question of
whether its guidelines implementing the rider might support judicia review.?® By
contrast, the EPA, in adraft of its guidelines for implementing the rider, has taken the
position that the data quality rider should not support judicia review.®®* For the
reasons discussed in Section VI, interpreting the rider as supporting judicia review
would further undermine the value and effectiveness of information disclosure
programs.

While the judicia review question raises complex legal issues, a number of
factors appear to favor the conclusion that judicial review should not be available to
enforce agency guidelines devel oped pursuant to the rider. One approach courts follow
in deciding this issue is to ask whether the legislation and/or the legislative history
reflect an intent to preclude judicial review or to commit the action to the agency’s
unreviewable discretion.®®® The fact that the rider uses the term “guidelines,”
especially after a committee report issued the previous year urged agencies to adopt
data quality “rules,”® appears to support the conclusion that Congress did not intend
for the rider to authorize judicia review. Another important criterion in determining if
there is law to apply is whether the alleged rule establishes clear, enforceable
mandates, or whether instead it is essentially aspirational in character or designed to
preserve agency discretion®® In the main, the OMB guidelines appear more
aspirational than mandatory: “Overall, agencies shall adopt a basic standard of quality
(including objectivity, utility, and integrity) as a performance goal . . . ;"*® “the
guidelines [are designed] to help agencies ensure and maximize the quality, utility,
objectivity and integrity of the information they disseminate . . . ;”?® “it is clear that
agencies should not disseminate substantive information that does not meet a basic
level of quality;”®" and “[q]uality is to be ensured and established at levels
appropriate to the nature and timeliness of the information to be disseminated.”®
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Likewise, the EPA’s draft guidelines explicitly state that “[the] EPA retains discretion
to adopt approaches on a case-by-case basis that differ from the guidelines, where
appropriate.” %

In short, there is agood deal to dislike about the data quality rider, at least from
a public perspective. But there are also several important, pending questions about
how the rider should be interpreted.

B. National Security L egislation

A second current debate about information disclosure involves competing
proposals in Congress to address how information policies should be revised in light of
September 11™.

One approach is exemplified by a bill introduced by Senators Robert Bennett
and John Kyl entitled “The Critical Infrastructure Information Security Act of
2001."%" The bill would exempt from disclosure under the Freedom of Information
Act information that private entities voluntarily provide to the government related to
the security of the nation’s critical infrastructure”* The bill defines “critical
infrastructure” broadly to include “physical and cyber-based systems and services
essential to the national defense, government, or economy of the United States.”*
The bill also provides that information voluntarily submitted to the federal government
could not subsequently be used in any civil lawsuit against the submitter of the
information.?”® The basic argument for the bill is that government efforts to protect
national security would be enhanced if the government could obtain confidential
information in the hands of private firms and individuals. Holders of such information
would be more likely to make the information available to the government, and thereby
contribute to the national defense, if they had an assurance that the government would
not disclose the information.

Critics of this legislation contend that it is too broad. One scholar has observed
that “The legidation covers . . . any physical infrastructure that is ‘essential’ to the
‘economy’ and that might be damaged by a physical attack.”?”* In the words of
another commentator, the bill would adversely affect “the public’s right to know about
unsafe practices engaged in by the private operators of nuclear power plants, water
systems, chemical plants, oil refineries, and other facilities that can pose risks to public
health and safety.”*"

Another criticism is that the bill’s broad immunity provision would provide a
safe haven from liability for firms that have violated public health and environmental
laws. In other words, the bill’s immunity provision “invites all sectors of the economy
to submit any information they would prefer to keep confidential in order to avoid
legal liability or financial harm.”?”® The bill’'s procedural provisions arguably
exacerbate this defect, because “industry is allowed to assert that information just
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remain secret without making any showing as to why, and no government officials are
assigned to scrutinize and validate such claims upfront . . . "%

Finally, this proposal is probably unnecessary to serve its intended purpose
because FOIA exemption 4°® already exempts from disclosure privileged or
confidential information the disclosure of which would likely “impar the
government’s ability to obtain the necessary information in the future.”*”® Under this
exemption, information is exempt from disclosure if the submitter can show that it
does not customarily release the information to the public.”®® There are apparently no
recorded instances in which information voluntarily submitted to the government has
been held to fall outside of exemption 4.2%*

An alternative approach to September 11" is exemplified by the Chemical
Security Act of 2001, introduced by Senator Jon Corzine®” Rather than focus on
information disclosure, the bill would require “high-priority” chemical plants to take
“adeguate action” “to prevent, control, and minimize the potential consequences’ of
accidental or criminal releases of hazardous chemicals.®®® The legislation directs the
EPA to develop regulations implementing these mandates, and specifies that “adequate
action” includes safer design and maintenance.®® It also imposes on operators of
“high priority” chemical plants the obligation to identify hazards which may result
from accidental or criminal releases, to take actions which are necessary to prevent
such releases (including ensuring safer design and maintenance of chemical sources),
and to minimize the consequences of accidental chemical releases that do occur.”®

The Bennett/Kyl bill raises many of the concerns, discussed above in Section
VII, created by proposals to wall off categories of information from public view.
Whereas public access to information about hazardous conditions can prompt effective
corrective action, concealing information about hazards from public view may increase
the likelihood that the problem will go unremedied. As stated by one commentator,
“Shrouding [information] will remove a powerful incentive for remedial action and
might actually exacerbate security problems. A blanket exemption for information
reveaing the existence of potentially dangerous vulnerabilities will protect the
negligent as well as the diligent.”?®

On the other hand, the Corzine hill focuses on the actual core issue—the nature
of the hazards present at chemical plants—and mandates specific steps to reduce or
eliminate the risks. Whether or not one concludes that restrictions on access to
hazardous information are warranted, the Corzine approach of directly attacking the
problem appears eminently sensible and worthwhile.
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IX. CONCLUSION

Information disclosure has emerged as a vita tool in the government grab
basket of tools for protecting public health and the environment. Right-to-know
programs represent a self-evidently useful, low-cost approach for improving public
health and environmental quality. They also are consistent with broadly-held views
about the importance of democratic process and individual autonomy. Perhaps for
these reasons, industry representatives have avoided a direct attack on disclosure
programs, preferring instead to challenge them indirectly, making at least superficialy
attractive appeals based, for example, on due process values and the nation’s need for
security. But there should be no mistake that these indirect attacks have the potentia
to hobble, if not completely destroy, information disclosure as an environmental
protection tool, and they should be addressed on these terms. Information disclosure
programs have demonstrated their worth in actual practice. But the defense of these
programs is an immediate and, no doubt, long-term challenge.
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(“RMP files that do not contain OCA Information have been temporarily removed by EPA from
its website in light of the September 11 [sic]. The EPA is reviewing the information we make
available over the Internet and assessing how best to make the information publicly available.”);
see also Access to Government Information Post September 11" available at
http://www.ombwatch.org/article/articleview/213/1/104/#agency.

See Right-to-Know after September 11"™ Hearing Before the Subcomm. on Water Resources and
Environment, 106" Cong. (2001), availableat http://www.house.gov/transporation/water/11-08-
01/11-08-01memo.html.

See Testimony of Amy E. Smithson, Director, Chemical and Biological Weapons Non-
Proliferation Project, the Henry L. Stimson Center, Hearings Before the House Transportation and
Infrastructure Committee on Water Resources and the Environment, November 8, 2001. See also
Angela Logomasini, Innocent No More, WASH. TIMES, September 27, 2001, at A-25. (Director of
Risk and Environmental Policy at the Competitive Enterprise Institute calls for re-evaluation of
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123.
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128.
129.
130.

131.
132.
133.
134.

law requiring disclosure of facilities' risk management plans in light of recent terrorist attacks);
see also Jonathan Adler, How EPA Helps Terrorists, The NAT'L Rev., Sept. 2001), available at
http://www.national review.com/comment/comment-adlerprint092701.html  (urging the EPA to
limit public access to risk management plans).

See Access to Government Information Post September 11" Information Restriction Policies,
available at http://www.ombwatch.org/article/articleview/213/1/104/#agency (discussing removal
of exposure guidelines for short-term exposure levels of hazardous substances from EPA’s
website).

Id.

Exec. Order No. 12958, 67 Fed. Reg. 31109, 31109 (May 6, 2002).

See Access to Government Information Post September 11™: Information removed from agency
websites, available at http://www.ombwatch.org/article/articleview/213/1/1.

Seeid.

See Environmental Information: Information Quality, available at http://www.epa.gov/
oeiinter/quality.htm.

Integrated Error Correction: Setting the Record Straight, EPA Annual Report 2001 at 22 (on file
with the Georgetown Environmental Law & Policy Institute).

Id.

Id. at 4, 23.

Id. at 24, 25.

Id.

It is apparent that the EPA, whether with good cause or not, is investing significant resources in
addressing data quality concerns. See e.g., EPA Strategic Information Plan: A Framework for the
Future, 6-9 (2002), available at http://www.epa.gov/oei) (cataloging ongoing agency efforts to
improve data and information quality).

Greenwood, supra note 5, at E-2.

424 U.S. 693, 701 (1976).

See eg., Cypress Insurance Co. v. Clark, 144 F.3d 1435, 1436 (11" Cir. 1998), in which the
plaintiff claimed to be damaged by defamatory statements made by a government employee, and
the Eleventh Circuit held that under Paul v. Davis, “alegations of injury to reputation alone do not
support a section 1983 claim for violation of due process;” Von Stein v. Brescher, 904 F.2d 572,
581-84 (11™ Cir. 1990), in which the plaintiff alleged that a government officia’s alegedly
defamatory statements to the media deprived the company of its goodwill and reputation without
due process of law, and the court held that this claim did not suffice to invoke the Due Process
Clause. See also Doe v. Bagan, 41 F.3d 571, 575 (10" Cir. 1994) (allegation of defamation
resulting from government action does not affect a property interest within the meaning of the Due
Process Clause); Goulding v. Feinglass, 811 F.2d 1099, 1102-1103 (7" Cir. 1987), cert. denied,
482 U.S. 929 (1987) (alegedly defamatory statements made by I.R.S. employees did not deprive
tax lawyer of liberty or property interest where lawyer was not foreclosed from practicing law,
even if comments made lawyer “less attractive to clients”).

197 F.3d 367 (9" Cir. 1999) (en banc).

Id. at 374.

837 F.2d 1115, (D.C. Cir. 1988).

Id. at 1122.
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145.
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148.
149.

150.
151.
152.

Bi-Metallic Investment Co. v. State Bd. of Equalization, 239 U.S. 441, 445 (1915). See also
Edward Rubin, Due Process and the Administrative Sate, 72 CAL. L. Rev. 1044, 1116 (1984)
(“there is no due process requirement that minimum [due process| procedures attend all
government actions’).

RICHARD J. PIERCE, JR., ADMINISTRATIVE LAW TREATISE § 9.2 (4" ed. 2002).

United Statesv. Florida E. Coast Ry. Co., 410 U.S. 224, 245 (1973).

Michael C. Dorf & Charles F. Sabel, A Constitution of Democratic Experimentalism, 98 CoLuM.
L. Rev. 267, 442 (1998). See also George B. Sheppard, Fierce Compromise: The Administrative
Procedure Act Emerges from New Deal Politics, 90 Nw. U. L. Rev. 1557, 1680 (1996)
(characterizing conservatives efforts during the negotiations over terms of the Administrative
Procedure Act as being aimed at tying up New Deal agencies by making them jump through
numerous procedural hoops).

Antonin Scalia, Vermont Yankee: the APA, the D.C. Circuit, and the Supreme Court, 1978 Sup.
CT. Rev. 345, 402 (1979). Jim Tozzi of the Center for Regulatory Effectiveness, according to an
article published in The Washington Post, admitted to “using paperwork technicalities as an
excuse to review otherwise untouchable rules. ‘I have to plead guilty to that . . . [T]he paperwork
isaway in...."”” Michael Grunwald, Business Lobbyists Asked to Discuss Onerous Rules; GOP
Aide Identifies 57 Regulations to Target, WAsH. PosT, Dec. 4, 2001, at A03.

See Eric Pianin, White House Urges Faster Reporting of Polluters, WASH. PosT, Mar. 3, 2002, at
Al3.

Id. Recently, concerns over delaysin the release of TRI data prompted the OMB to send aletter to
EPA recommending administrative changes to accelerate the gathering and release of TRI data to
the public. Id.

Conversation with Pat Garvey, Office of Environmental Information (Jan. 30, 2001).

For example, banks, according to an EPA source, when considering mortgages, have relied on
information in the Envirofact database as an initia screening device for home inspections and
determining accurate property values. Note 142, supra. Likewise, producers of pollution control
equipment have used the Right-to-Know Network database to market their equipment. See Alair
MacLean, The Right Suff: Information in the Public Interest, The Right-to-Know Network,
available at http://www.rtknet.org/reports/rightstuff.html.

At an EPA public meeting on May 15, 2002, on proposed data quality guidelines, the vast majority
of those commenting represented industry; and only one of the many speakers represented
advocates of greater public disclosure. Communication from Sean Moulton, OMB Watch (May
20, 2002).

Greenwood, supra note 5, at E-14.

Bowen v. Massachusetts, 487 U.S. 879, 908 n.46 (1988).

Id.

See, eg., 5 U.S.C. § 553 (1996) (prescribing procedures for agency rule making).

See id. at 8 706(2)(A) (1996) (“The reviewing court shall hold unlawful and set aside agency
action found to be . . . arbitrary, capricious, an abuse of discretion, or otherwise not in accordance
with law.”).

PIERCE, supra note 136, § 17.2, at 1235.

Fed. Trade Comm’n v. Standard Qil Co. of Cal., 449 U.S. 232, 242 (1980).
Taylor-Callahan-Coleman Counties Dist. Adult Prob. Dep't v. Dole, 948 F.2d 953, 959 (5th Cir.,
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173.
174.
175.
176.

177.

178.

179.
180.

1991) (quoting Helco Prod. Co. v. McNutt, 137 F.2d 681, 683-4 (D.C. Cir. 1943)).

5U.S.C. § 704 (1996).

Bennett v. Spear, 520 U.S. 154, 178 (1997).

5U.S.C. § 701 (1996).

Id. at 8§ 553(b)(3)(A).

W. Ill. Home Health Care, Inc. v. Herman, 150 F.3d 659, 660 (7th Cir. 1998).

167 F.2d 225, 227 (D.C. Cir. 1948).

See Indus. Safety Equip. Ass'n, Inc. v. E.P.A., 837 F.2d 1115, 1116 (D.C. Cir. 1988).

See Am. Trucking Ass'n, Inc. v. United States, 755 F.2d 1292, 1296-97 (7th Cir. 1985).

See Pharm. Mfrs. Ass' nv. Kennedy, 471 F. Supp. 1224, 1225 (D. Md. 1979).

See, e.g. Aerosource, Inc. v. Slater, 142 F.3d 572 (3rd Cir. 1998) (declining to review Federal
Aviation Administration advisory warnings even though they had severe impact on businesses);
Am. Trucking Ass'n., Inc., 755 F.2d at 1296-1297 (declining to review decision to issue report
even though report could result in significant revenue l0ss).

Hearst Radio, Inc. v. F.C.C., 167 F.2d at 227.

837 F.2d 1115, 1119 (D.C. Cir. 1988).

Id.

Seeid. at 1119. The court also concluded that the statements in the guide were not false, arguably
begging the question of how the court would have resolved the judicial review question if the
statements had been false. But it seems illogical to suppose that the reviewability of agency
action can turn on the actual merits of the claim that the agency acted improperly.

710 F.2d 1165, 1176 (6th Cir. 1983).

Id.

Tozzi v. U.S. Dep't of Health and Human Serv., 271 F.3d 301, 312 (D.C. Cir. 2001).

Id. at 310.

Id.

Id. at 310-11, (citing 42 U.S.C. § 241(b)(4)(A)). For another decision applying a similar analysis,
see Synthetic Organic Chem. Mfr. Ass nv. Sec'y, Dep't of Health and Human Serv., 720 F. Supp.
1244 (W.D. La. 1989). But see Flue-Cured Tobacco Coop. Stabilization Corp. v. EPA, 857 F.
Supp. 1137, 1140-1 (M.D.N.C. 1994) (holding that agency publication of a report describing
environmental tobacco smoke as a carcinogen constituted a reviewable agency action even though
the report had no direct legal consequences).

28 U.S.C. § 2680 (1994).

Dalehite v. United States, 346 U.S. 15, 28-29 (1953).

Barr v. Manteo, 360 U.S. 564, 571 (1959).

Behrens v. Pelletier, 516 U.S. 299, 308 (1996) (observing that defense of qualified immunity
applies both to the burden of standing trial, as well as the burden of pretrial matters); see also

Acierno v. Cloutier, 40 F.3d 597, 609 (3rd Cir. 1994) (need to free public officias from
“unpleasantries and demands on their time due to continued litigation”).

Barr, 360 U.S. at 571 (quoting Judge Learned Hand in Gregoire v. Biddle, 177 F.2d 579, 581 (2d
Cir. 1949)).

Louis L. Jaffe, Suits Against Governments and Officers: Damage Actions, 77 HARv. L. Rev. 209,
237 (1963).

PIERCE, supra note 136, § 19.4, at 1436.

Id.
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192.
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194.

195.
196.

197.

Crumpton v. P.W. Stone, 59 F.3d 1400, 1403 (D.C. Cir. 1995). See also PIERCE, supra note 136, §
194, at 1436 (additional justification for discretionary function exemption is “because the
congtitutional and statutory boundaries on exercise of policymaking discretion are often uncertain
and difficult to predict, requiring the government to pay damages for every error in overstepping
those boundaries would distort policymaking”).

Quinones v. United States, 492 F.2d 1269, 1280 (3" Cir. 1974).

Hoesl v. United States, 451 F.Supp. 1170, 1177 (N.D. Cal. 1978), aff'd, 629 F.2d 586 (9" Cir.
1980). See also Art Meta-U.S.A., Inc. v. United States, 753 F.2d 1151, 1154 (D.C. Cir. 1985)
(holding claim of “injurious falsehood” against government officials for aleged provision of false
information is barred under FTCA as*“claim arising out of . . . libel or slander”).

Frank Cross, Shattering the Fragile Case for Judicial Review of Rulemaking, 85 VA. L. Rev.
1243, 1315-6 (1999) (quoting Philip K. Howard, Administrative Procedure and the Decline of
Responsibility, 48 ADMIN. L. Rev. 312, 318 (1996)).

Id. at 1315.

McGarity, supra note 60, at 532-3.

Cross, supra note 184, at 1324 (citing Robert M. Howard, Weadlth, Power, and the IRS, (paper
presented at the annual conference of the Midwest Political Science Association, on file with
VirginiaLaw Review Association)).

Thomas McGarity, Some Thoughts on ‘Deossifying’ the Rulemaking Process, 41 DUKE L. J. 1385,
1417 (1992).

Frank Cross, Pragmatic Pathologies of Judicial Review of Administrative Rulemaking, 78 N.C. L.
REev. 1013, 1036-7 (2000).

Id. at 1039.

Id. at 1020. The less deferentia the standard of judicial review, the greater the magnitude of
agency resources likely to be devoted to warding off judicial review. See McGarity, supra note
60, at 557 (“evaluative substantive judicial review can chew up scarce agency resources as the
agencies attempt to fill the rulemaking records with studies and to rebut all of the criticisms that
blunderbuss attacks produce”).

Cross, supra note 184, at 1014.

McGarity, supra note 60, at 1412.

Richard Pierce, Judicial Review of Agency Actionsin a Period of Diminishing Agency Resources,
49 ADMIN. L. Rev. 61, 71 (1997) (“‘hard look’ doctrine—a particularly demanding version of the
duty to engage in reasoned decision-making” makes it costly for agencies to issue, amend, or
rescind rules); cf. Cross, supra note 184, at 1020-27 (judicia review causes delay in promulgation
of individual regulation).

Cross, supra note 184, at 1322.

Some scholars have also raised the concern that APA judicial review improperly transfers
discretionary government power from the agencies to the courts. “Judicial review can be a source
of excessive discretion,” both by “conferring on reviewing courts discretion to resolve identical
cases in different ways’ (thereby transferring the problem of discretion from agency heads to
judges), and by “reviewing courts creat[ing] obstacles to agencies use of rules to limit their own
discretion and that of their employees. . ..” PIERCE, supra note 136, § 17.3, at 1236.

Id. at § 17.4 a 1245-46 (courts lack political legitimacy as a source of policy-based limits); cf.
Stephen Smith, Activism as Restraint, 80 Tex. L. Rev. 1057, 1084 (2002) (“There is little reason
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207.
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210.
211.
212.
213.
214.
215.
216.
217.

for faith in the ingtitutional competence of courts, as compared to legisative bodies, to make the
intensely value-laden judgments or policy required by ‘noninterpretive’ judicial review.”); Cross,
supra note 184, at 1244 (“Judicial review of rulemaking . . . is an arbitrary assertion of judicial
power over decisionsthat are centrally legislative or executive in nature.”).
Extensive judicia review also has been criticized as inconsistent with the principle of democratic
accountability. As stated by one scholar:
The system of judicial review represents a strategic decision by members of Congress,
who can take symbolic action on a perceived societal problem at the demand of voters
while at the same time emasculating the true effect of the action, thereby escaping
responsibility for the costs and other consequences associated with an effective
response to the issue. . . [T]he structure is contrary to democratic accountability and the
interests of the general public.
Cross, supra note 184, at 1015.
Id. at 1069.
McGarity, supra note 60, at 1453 (“The courts should continue the trend (if a trend does in fact
exist) of reducing the stringency of substantive judicial review,” or Congress should “amend[ ] the
APA to change the scope of review of informal rulemaking.”).
Cross, supra note 184, at 1322; see also McGarity, supra note 60, at 556 (1997) (“[j]udicial
review can be a potent weapon in the hands of entities that are opposed to protective legisation”).
Compare Sted Co. v. Citizens for a Better Env’t., 521 U.S. 83, 109-10 (1998) (holding that
plaintiffs lacked standing to challenge company’s failure to file reports on chemical and toxic
discharges) with Tozzi v. U.S. Dep’t of Health and Human Serv., 271 F.3d 301, 308-10 (D.C. Cir.
2001) (holding that plaintiff manufacturer of dioxin had standing to challenge agency
reclassification of dioxin as a human carcinogen based on evidence that company would lose
profits as aresult of agency action).
Cf. Crumpton v. P.W. Stone, 59 F.3d 1400, 1406 (D.C. Cir. 1995) (observing that judicial review
of agency decisions to disclose information “would encourage agencies to withhold information,
thereby completely undermining FOIA's ‘ general philosophy' favoring release”).
Pharm. Mfrs. Ass'nv. Kennedy, 471 F. Supp. 1224, 1225, 1233 (D. Md. 1979).
Crumpton, 59 F.3d at 1406.
Mary Lyndon, Secrecy and Innovation in Tort Law and Regulation, 23 N.M. L. Rev. 1, 35 (1993)
(“The common law of trade secrecy was designed to operate in the particular forum of conflict
between market rivals.”).
McGarity & Shapiro, supra note 68, at 863.
Public Citizen Health Research Group v. FDA, 704 F.2d 1280, 1289 n. 25 (D.C. Cir. 1983).
467 U.S. 986 (1984).
Id. at 1007.
249 U.S. 427 (1919).
Id. at 431-32.
301 U.S. 178 (1937).
600 F. Supp. 606, 611 (D. N.J. 1985), rev'd on other grounds, 774 F.2d 587 (3rd Cir. 1985).
Id. at 628.
Id.
Mfrs. Ass'n of Tri-County v. Knepper, 801 F.2d 130 (3rd Cir. 1986). But cf. Philip Morris, Inc. v.
Reilly, 312 F.3d 24 (1st Cir. 2002) (en banc) (divided en banc decision striking down
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225.

226.
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229.

Massachusetts tobacco product ingredient disclosure law as an unconstitutional taking).
18 U.S.C. § 1905 (Supp. V 1999). More recently, Congress passed the Economic Espionage Act,
the provisions of which are potentially applicable to a government officia’s release of
commercialy valuable business information. See 18 U.S.C. § 1831 et seq. (prohibiting, inter alia,
the transmission of trade secrets to the economic benefit of anyone other than the owner thereof).
441 U.S. 281 (1979).
Id. at 295.
The Supreme Court said in Chrysler that to have “the force and effect of law,” (1) the regulation
must affect individual rights and obligations; (2) Congress grant of authority to the agency must
contemplate the regulations, that is, there must be “a nexus between the regulations and some
delegation of the requisite legislative authority by Congress;” and (3) the disclosure regulations
must be promulgated in compliance with the APA procedural requirements. 1d. at 302, 304, 312.
Lower courts have recognized that disclosures of trade secrets have been “authorized” within the
meaning of the Trade Secrets Act in a number of different contexts. See, e.g., United States v.
Geophysical Corp. of Alaska, 732 F.2d 693 (9" Cir. 1984) (disclosure of data produced by
geological exploration authorized by the Outer Continental Shelf Lands Act); Coastal States Gas
Corp. v. Dep't of Energy, 480 F. Supp. 813 (S.D. Tex. 1979) (disclosure of information necessary
for contractor to conduct audit authorized by Department of Energy Organization Act).
15 U.S.C. § 2613(a)(3) (1997).
7 U.S.C. §136h (1999).
42 U.S.C. § 11043 (1995). Where the specific chemica identity represents a trade secret, the
statute requires the person obtaining the information to sign a confidentiality agreement, unless
thereisamedical emergency. Id. at § 11043.
Lyndon, supra note 206, at 3 (“The strongest general argument for legal protection for trade
secrecy is the claim that it plays an important role in the intellectual property system and thus
functions to encourage useful innovation.”).
Id. at 12.
McGarity & Shapiro, supra note 68, at 849-57.
Lyndon, supra note 206, at 14.
In 1999, Mark Greenwood of the CEEI identified the “mosaic effect” as a major area of
controversy at a stakeholder meeting on EPA’s public information policies. “EPA/State
Stakeholder Forum on Public Information Policies. Summary and Preliminary Action Plan”
(Chicago, lllinois— Nov. 15-16, 1999) (on file with the Georgetown Environmental Law & Policy
Ingtitute). According to the summary, “without tangible examples [of the mosaic effect], some
stakeholders are inclined to believe the mosaic argument is being used as a ‘smokescreen’ to
avoid the disclosure of damaging environmental information.” Summary at 36. Participants at
the meeting agreed “that there is a need to continue the dialog” regarding the mosaic effect. Id. at
37. Two participants recall that industry representatives were asked to provide examples
supporting the mosaic effect claim, yet such examples were never provided. Telephone
conversation with Odelia Funke, Chief, Policy and Program Management Branch, Office of
Environmental Information, EPA (Feb. 2, 2002); telephone conversation with John Chelen,
President of Hampshire Research Ingtitute (Apr. 29, 2002).

The EPA, in its advance notice of proposed rulemaking (ANPRM) relating to CBI, again
solicited examples of the harm resulting from the mosaic effect. Public Information and
Confidentiality, 65 Fed. Reg. 80394-01 (Dec. 21, 2000). Mr. Chelen again repeated his request
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231.

232.
233.

234.
235.

236.
237.

238.

for such examples at the EPA’s public meeting held on March 7, 2001, on the EPA’s ANPRM
(telephone conversation with John Chelen, Apr. 29, 2002), yet participants only “assured the
Agency that the mosaic effect does exist, but were reluctant to release any information or
examples of their experiences as those descriptions might inadvertently release CBI.” Summary
of Public Meeting on Potential Revisions to the Confidential Business Information Regulations, at
10 (on file with the Georgetown Environmental Law & Policy Institute). Select industry
comments submitted to the EPA in response to the EPA’s ANPRM similarly discuss the mosaic
threat, but do not provide examples. See Comments on behalf of the Coalition for Effective
Environmental Information, submitted by Mark Greenwood to the EPA (June 4, 2001);
Comments of American Chemistry Council to EPA (June 13, 2001) (on file with the Georgetown
Environmental Law & Policy Institute).

See GAO, Environmental Information: EPA Could Better Address Concerns About Disseminating
Sensitive  Business  Information  (June  1999) (GAO/RCED-99-156), available at
http://www.gao.gov.

Industry advocacy materials actually seem to acknowledge this point. See Letter from Mark
Greenwood, CEEI, to EPA, Re. Docket Number EC-2000-004: Advance Notice of Proposed
Rulemaking, at 7 (June 4, 2001) (“[A] wide range of companies want to know that intellectual
property will be protected at EPA even though there is no immediate threat to their trade secrets
in their current submission of data.”) (emphasis added) (on file with the Georgetown
Environmental Law & Policy Institute).

Furthermore, other industry arguments against disclosure programs based on alleged threats
to trade secrets have proven overblown, fueling understandable skepticism about the alleged
mosaic effect. Industry initially opposed EPA’s TRI program as a potential threat to trade secrecy
but, once the TRI was in place, companies filed only alimited number of claims of confidentiality
under the program. See Sidney Wolf, Fear and Loathing About the Public Right to Know: The
Surprising Success of the Emergency Planning and Community Right-to-Know Act, 11 J. LAND
Use & ENVTL. L. 217, 243, 249 (1996). Similarly, industry groups objected to disclosure of
materials accounting information under state laws based on trade secrecy concerns, yet few
requests for confidential treatment were actually filed once the programs were established. Note,
Setting Priorities for Phase Three of the Toxic Release Inventory: Trade Secrets or Community
Right-to-Know, 4 ENVTL. L. 943, 953 (1998).

Susan D. Carle, A Hazardous Mix: Discretion to Disclose and Incentives to Suppress Under
OSHA's Hazard Communication Sandard, 97 YALE L.J. 581, 581 (1988).

Lyndon, supra note 206, at 35, 45.

Id. at 35.

Id. at 47. See also Carle, supra note 232, at 586, 587 (arguing that lack of adequate information
disclosure by industrial chemical manufacturers produces “inefficienciesin the industrial chemical
market™).

Lyndon, supra note 206, at 36.

Cf. id. at 55 (“Learning about pollution is a social project, and blocking its progress cannot
credibly be made into a private privilege. Trade secret doctrines, therefore, should not be applied
to health and environmental information.”).

Chemical Safety Information, Site Security and Fuels Regulatory Relief Act, Pub.L. No. 106-40, §
3(a) (1999). See also Chemica Safety Information, Site Security and Fuels Regulatory Relief
Act, 65 Fed. Reg. 48108 (Aug. 4, 2000) (“EPA . . . relied on the public availability of [risk
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242.
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244,
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247.
248.

management plang] to stimulate further chemical risk reduction efforts, which occur primarily at
the local level wheretherisk isfound.”).

See OMB Watch, Benefits of Chemical Information Should Not Be Forgotten, (Jan. 16, 2002),
available at http://www.ombwatch.org/article/articleview/394/1/39.

See Safe Hometowns Initiative, The Safe Hometowns Guide: How To Do A Community
Reassessment of Chemical Site Safety and Security After September 11, 2001, Introduction (v, vi),
ES-4, 2-1, available at http://www.safehometowns.org. Options identified in the report to
improve public safety include eliminating the hazards, implementing additional safety devices
and dtrategies, creating larger buffer zones, and improving emergency response plans and
systems.

See Carl Bruch, The Environmental Law Institute, The Right to ‘No’ Increases Vulnerability, 50-
51 (2002) (access to risk management plans and emergency response plans allow “the public [to]
demand that companies take specific measures to make facilities safer—
less vulnerable to accidents or terrorist attacks.”), available at
http://www.€li.org/seminars/O2archive/carlforum.pdf.

According to a recent newspaper article, “security was so lax at 30 [chemical] sites that in broad
daylight a Trib reporter—wearing a press pass and carrying a camera—could walk or drive right
up to tanks, pipes, and control rooms considered key targets for terrorists.” Carl Prine, Lax
Security Exposes Lethal Chemical Supplies, PITTSBURGH TRIBUNE-REVIEW, Apr. 7, 2002. Also
according to this article, “EPA and the Department of Defense agents have planted fake bombs
under chemical rail cars and set up phony companies to order deadly gases, largely
unchallenged.” Id. See also Erin Pianin, Sudy Assesses Risk of Attack on Chemical Plant,
WASH. PosT, Mar. 12, 2002, at A-8. (“Since the Sept. 11 attacks, lawmakers, federa officials
and environmental groups have repeatedly warned the chemical industry that terror attacks could
turn hazardous-material plants into weapons of mass destruction. Industry officials say they have
ingtituted important safeguards, but critics say much more is needed.”); see also Lax Security at
Chemical Plant: Investigators Fear Terrorists Could Access Dangerous Toxins, THE ASSOCIATED
Press & KTRK TV, May 7, 2002, (describing probe of security at chemical facilities in other
parts of the country which demonstrated “easy access show[ing] that industry isn't
heeding its  own recommendations’ for site  security), available  at
http://www.abclocal .go.com/ktrk/news/50602_news_chemplant.htm.

Federal agencies have been criticized for their slow pace in addressing potential terrorist targets.
See Philip Shennon, U.S. Agencies Seen as Sow to Move on Terrorism Risk, N.Y. TIMES, May
12, 2002, a A-1, 16. See also Joshua Dean, Report: Agencies Need to Focus
on Cybersecurity Now—or Else, Jan. 11, 2002, available at http://www.GovExec.com/
dailyfed/0102/011102j1.htm (new National Research Council report, “Cybersecurity Today and
Tomorrow: Pay Now or Pay Later,” “describe[s] the potency of cyberattacks and their potential to
destroy the country’s critical infrastructure,” and sets forth recommendations for agencies to
avoid crises and improve cybersecurity).

Consolidated Appropriations—FY 2001, Pub.L. No. 106-554, Section 515, 114 Stat. 2763 (2000).

Id.

Id.

Id.

Guidelines for Ensuring and Maximizing the Quality, Objectivity, Utility, and Integrity of
Information Disseminated by Federal Agencies; Republication, 67 Fed. Reg. 8452-8460 (Feb. 22,
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260.

2002).
Id. at 8458.
Id. at 8453, 8459.
Id. at 8459.
Id.
Id.
Id. at 8453.
Id. at 8452-53.
The first “petition” under OMB’s data quality guidelines, filed by the Center for Regulatory
Effectiveness, appears to bear out this negative assessment. The petition challenges a report EPA
issued on global warming, claiming that the government’s assessment was premature and based
on flawed computer models. See Letter from Jim Tozzi, Center for Regulatory Effectiveness to
John H. Marburger, PhD, Director of Office of Science and Technology Policy (Feb. 11, 2002),
available at http://www.thecre.com/quality/20020211 climate-letter.html#start. According to an
account in The New York Times, “[m]any climate scientists, even some whose criticisms of early
drafts [of the EPA report] were quoted in the Center’s petition, say the challenge is unfounded.”
Andrew Revkin, Law Revises Standards for Scientific Sudy, N. Y. TIMES, Mar. 21, 2002, at A-
30. See also Peter Suber, When Is Government Data Good Enough to Use and Disseminate,
FREE ONLINE SCHOLARSHIP  NEWSLETTER  (Apr. 1, 2002), available at
http://www .topica.com/lists/suber-fos/read/message.html ?mid=1606586021& sort=d& start=39
(“Opponents [of the Data Quality Act] worry that it will give businesses an incentive to criticize
the data underlying regulations they dislike and create a blizzard of paperwork, procedural
objections, and statistical sophistry to supplement traditional forms of lobbying.”).
Andrew Revkin, Law Revises Standards for Scientific Sudy, N. Y. TIMES, Mar. 21, 2002, at A-30.
According to another commentator:
The chief beneficiaries of the new [data quality] rule will be lobbyists. They will now
have a new device for sucking money from clients who don’t like the latest bit of data
from an agency and who are stupid enough to think that filing a complaint will
accomplish something other than enriching the lobbyist.
Robert Gellman, What? You haven't heard about Section 5157 20 Gov' T COMPUTER NEWS, No.
24 (August 20, 2001), available at http://www.gen.com/20_24/tech-report/16837-1.html.
Karen Robb, Verification Rule Could Stifle Information Flow, FEDERAL TIMES (Aug. 20, 2001).
OMB Watch, Agencies ‘Adapt’ Data Quality Guidelines (May 15, 2002), available at
http://www.ombwatch.org/article/articleview/740/1/39.
John Graham, addressing federal agencies' draft data quality guidelines, stated:
Wenote. . . that anumber of agencies emphasize that their guidelines are not intended
to provide any right to judicial review. A few agencies even stress that their guidelines
may not be applicable based on unspecified circumstances and that the agency may be
freeto differ from the guidelines where the agency considers such action appropriate.
Regardless of what kinds of litigation-oriented disclaimers the agencies may
include, agency guidelines should not suggest that agencies are free to disregard their
own guidelines . . . . In addition, agencies should be aware that their statements
regarding judicial enforceability might not be controlling in the event of litigation.
John D. Graham, Memorandum for the President’s Management Council, § V, June 10,
2002 (on file with the Georgetown Environmental Law & Policy Ingtitute).
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See EPA, Draft Guidelines for Ensuring and Maximizing the Quality, Objectivity, Utility, and
Integrity of Information Disseminated by the Environmental Protection Agency, 1 1.1 at 13, line
401-404, available at http://www.epa.gov/oei/qualityguidelines [hereinafter EPA, Draft
Guidelines] (“This document provides guidance to EPA staff and informs the public of EPA’s
policies and procedures. These guidelines are not a regulation. They are not legally enforceable
and do not create any legal rights or impose any legally binding requirements on EPA or the
public.”).

PIERCE, supra note 136, at § 17.8, at 1303 (4" ed. 2002). See also Block v. Community Nutrition
Institute, 467 U.S. 340, 345-349 (1984).

See H.R. Rep. No. 105-592, a 49-50 (1999) (accompanying the FY 1999 Omnibus
Appropriations Act, Pub.L. No. 105-277, and using language very similar to data quality rider,
but urging OMB to develop rules, as opposed to guidelines).

PIERCE, supra note 136, at § 17.7, at 1292 (4™ ed. 2002) (where neither statutory provision nor
legidlative rule creates “one or more mandatory, justiciable standards . . . [t]he action is
committed to agency discretion”); see also Coleman v. Perrill, 845 F.2d 876, 879 (9" Cir. 1988)
(language in manual leads court to conclude that “similar treatment for co-defendants is among
the Manual’s aspirations, not among its requirements’ such that manual is non-binding on
agency); see also Padula v. Webster, 822 F.2d 97, 100 (D.C. Cir. 1987) (“Pronouncements that
impose no significant restraints on the agency’ s discretion are not regarded as binding norms.”).
Guidedines for Ensuring and Maximizing the Quality, Objectivity, Utility, and Integrity of
Information Disseminated by Federal Agencies, Republication, 67 Fed. Reg. at 8458 (Feb. 22,
2002) (emphasis added).

Id. at 8452 (emphasis added).

Id. (emphasis added).

Id. at 8458 (emphasis added). See also id. at 8453 (“OMB designed the guidelines so that
agencies can apply them in a common-sense and workable manner”); see also id. (“[algencies
must apply these standards flexibly, and in a manner appropriate to the nature and timeliness of
the information to be disseminated . . . .").

EPA, Draft Guidelines, supra note 261, lines 405-06, 1.1, at 13.

S. 1456, 107" Cong. (2001). The Bennett/Ky! hill is only the most prominent of many bills on the
same general subject. See Ariana Eunjung Cha, Risks Prompt U.S to Limit Access to Data,
WASH. Posr, Feb. 21, 2002, at A-1 (“There are now about 30 bills pending in Congress that
attempt to redefine what the government is required to release to the public under the Freedom of
Information Act.”).

S. 1456, 107" Cong. (2001).

Id. at § 4.

Id. at § 5(a).

Testimony of Rena Steinzor, Natural Resources Defense Council, before the Senate Committee
on Governmental Affairs regarding Critical Infrastructure Information, May 8, 2002, available at
http://www.senate.gov/~gov_affairs/050802steinzor.htm. Seealso S. 1456, 107" Cong. (2001).
Critical Infrastructure Information Act: Hearing on S. 1456 Before the S Comm. on Gov'tal
Affairs, 107" Cong. (2002) (statement of David Sobel, Electronic Privacy Information Center),
available at http://www.senate.gov/%7Egov_affairs/050802sobel.htm  [hereinafter  Sobel
Statement].

Steinzor, supra note 274 (emphasis added).
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Id. The bill would alow industry to stamp material as confidential and turn it over to the Office
of Management and Budget, which would be responsible for ensuring that the information is not
used against the submitter in a court action.

5U.S.C. §552(b)(4) (1996).

Nat’'| Parks and Conservation Ass nv. Morton, 498 F.2d 765, 770 (D.C. Cir. 1974).

Critical Mass Energy Project v. Nuclear Regulatory Comm’'n, 975 F.2d 871 (D.C. Cir. 1992) (en
banc), cert. denied, 507 U.S. 984 (1993). The “National Parks standard” governing Exemption 4,
as modified by the Critical Mass decision remains the governing law today. See 1 JAMES T.
O'REILLY, FEDERAL INFORMATION DISCLOSURE, § 14:85 (3d ed. 2000); see also PIERCE, supra
note 136, at §5.10, at 273-74.

Sobel Statement, supra note 275.

S. 1602, 107" Cong. (2002).

Id. a & 4(a(3). The chemical industry has opposed this legislation. See, eg.,
http://www.accnewsmedia.com/site/page date pr.asp?TracklD=& VID=13& CID=36& DID=76.
On the other hand, industry recently published voluntary guidelines relating to security. See
American Chemistry Council, Site Security Guidelines For the U.S. Chemical Industry, (October
2001).

S. 1602, 107" Cong. § 4 (2002).

Id.

Sobel Statement, supra note 275.
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