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 I.  OVERVIEW 
 

The Homeland Security Act (HSA), enacted into law during an unusual, lame-
duck session of the 107th Congress, accomplished the most significant reorganization 
of the federal government in several decades.  At nearly 500 pages, the legislation 
contains dozens of new provisions, addressing everything from the transfer of existing 
agencies to the new Department of Homeland Security (HSD) to the creation of several 
“directorates” to enhance domestic security.2  A handful of opponents argued that 
Congress should not rush to judgment on a bill that was so lengthy and contained so 
many profound changes.3  Confronted by painful memories of September 11, 2001, 
intense pressure from President Bush, and the public’s anxiety about terrorism, a large 
majority persevered.    

This telescoped and highly politicized process resulted in the enactment of 
dramatic changes in the law that could have important, although unintended, 
consequences.  Among the most serious is the Critical Infrastructure Information Act 
of 2002 (CIIA)4.  Barely mentioned during the truncated congressional debate on the 
Bush Administration’s version of the legislation, the CIIA offers corporations the 
opportunity to win confidentiality and civil liability immunity with respect to “critical 
infrastructure information” that they submit “voluntarily” to the new Department.  
Critical infrastructure information (CII) includes virtually any information about 
physical or cyber infrastructure that could prove useful to terrorists or others intent on 
causing damage to the facility. Unless they obtain the written consent of the company, 
no one may use it in any civil action arising under federal or state law.   

Companies act “voluntarily” so long as the HSD has not exercised legal 
authority requiring them to produce the information.  They may designate any 
submission as CII that could lead to harm to interstate commerce if revealed, so long as 
the information is not “customarily in the public domain.”  Government officials who 
knowingly disclose voluntarily submitted critical infrastructure information face 
criminal liability, with a maximum sentence of one year in prison. 

Because “information” is covered, as opposed to specific “records” (the term 
used throughout the Freedom of Information Act), companies may assert that 
documents containing the same information are also covered, whether or not they 
submitted this particular paperwork to the government.5  This assertion will almost 
certainly spawn widespread litigation because the submission of a single piece of 
information could invalidate the use of the same information memorialized in 
countless other formats. 

The CIIA was born in the immediate aftermath of collaboration between the 
federal, state, and local governments and the computer industry to address the so-called 
“Y2K” problem:  the fear of widespread failure of computer systems when the new 
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millennium arrived.  Government and private industry participants freely exchanged 
information about software problems behind closed doors, without any of it falling into 
the hands of computer hackers or others with criminal motivations.6  With Y2K 
problems solved, cyber companies began to worry about the consequences of terrorist 
attacks through cyberspace and approached Senators Robert Bennett (R-UT) and Jon 
Kyl (R-AZ) to introduce legislation authorizing a second round of secret consultations. 

At some point in its development, the rolling stone that was the Bennett/Kyl 
legislation began to gather large amounts of moss.  The definition of critical 
infrastructure information was expanded beyond cyber systems to include physical 
aspects of important facilities. Immunity from civil liability was added to the mix, 
presumably so that companies would have no fear that if a cyber or physical system 
failed before they could fix it, their customers could collect billions of dollars in 
damages. Amazingly enough, to this day, these changes in the laws governing 
corporate accountability and open government have received very little attention.  
Instead, the White House describes the CIIA as a relatively innocuous change in the 
Freedom of Information Act (FOIA) necessary to protect the national security in these 
troubled times.7 

Because the CIIA represents such a significant departure from existing law, 
those unfamiliar with its provisions may have difficulty believing descriptions of what 
it says.  Therefore, the Act’s core provisions are examined in detail below.  (See “CIIA 
under a Microscope,” Part II below.)  Of course, as is the case with most new federal 
statutes, the CIIA’s language is susceptible to different interpretations.  How the Act 
plays out in practice depends largely on how federal courts react to the Department of 
Justice’s (DOJ’s) characterizations of its true meaning.   

A narrow reading of the statutory language would apply the CIIA only to a 
discrete universe of information that would not otherwise be available to the 
government.  This reading of the FOIA is already the law in states covered by the 
Federal Court of Appeals for the D.C. Circuit.  In Critical Mass Energy Project v. 
Nuclear Regulatory Commission,8 the D.C. Circuit Court of Appeals held that when 
companies turn information over to the government voluntarily—information that the 
government could not obtain through other legal means—the information is exempt 
from disclosure under the FOIA.  (See “Optimistic View of Implementation,” below.) 

On the other hand, an expansive reading would transform the CIIA into a 
radical reversal of common tort liability and open government requirements.  Under 
this scenario, the CIIA would immunize corporations and their employees from 
malfeasance in routine activities, from discrimination on the basis of race in the 
workplace, to embezzlement, to violations of environmental laws, to negligence that 
harms the general public financially or physically.  Not incidentally, these 
interpretations would also immunize corporations that proved negligent in the face of 
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terrorist threats, allowing them to avoid accountability for endangering their fellow 
citizens.  (See “Pessimistic View of Implementation,” below.)   

The CIIA was strongly supported not just by corporations that do business in 
cyber-space, but also by representatives of the traditional manufacturing sector, such as 
the Edison Electric Institute (EEI), a trade association for large, privately owned 
electric utilities. EEI’s advocacy was so pronounced that, during a fall 2001 visit to the 
office of Senator Robert Bennett (R-UT), a key co-sponsor of the legislation, I was 
startled to discover that an EEI lobbyist named Larry Brown had been invited to the 
meeting to explain how the prospective law was intended to operate.  Although Mr. 
Brown assured me that my concerns about the legislation’s overly broad language were 
“paranoid,” it rapidly became clear that none of the bill’s industry supporters had any 
interest in making revisions to address such concerns.  (See “Legislative History vs. 
Lobbyists’ Intent,” below.) 

In May 2002, the Senate Committee on Governmental Affairs held a hearing on 
these issues where my colleague, David Sobel, senior counsel for the Electronic 
Privacy Information Center, and I were offered an opportunity to present our concerns 
more formally.9  After the hearing, staff for Senators Bennett, Leahy, and Levin 
negotiated bi-partisan, compromise legislation that eliminated civil immunity and 
clarified the bill’s narrow scope.10  Unfortunately, this language was replaced by the 
original, more extreme text when the House-passed Homeland Security Act legislation 
became the vehicle for the final vote in Congress.  
 Unwilling to leave the resolution of these crucial issues up to decades of costly 
litigation with uncertain and inconsistent results, Senators Patrick Leahy (D-VT) and 
Carl Levin (D-MI) have pledged to push legislation that will make it absolutely clear 
that the CIIA was intended as a narrow exemption from FOIA, repealing its civil 
liability immunity protections. The legislation will be modeled on the compromise 
negotiated with Senator Bennett.  (See “Leahy/Levin Fix,” below.)   

The remainder of this paper considers the wording of the CIIA, suggesting the 
contours of narrow and expansive interpretations of the new law and presenting case 
studies to illustrate the implications of an expansive interpretation.  It then examines 
the context in which the CIIA was passed, including the Bush Administration’s secrecy 
policies, the manufacturing sector’s long-standing campaigns to pass tort reform and 
self-audit privilege legislation at both the federal and state levels.  The paper analyzes 
the arguments of the Act’s proponents, especially the questionable assertion that 
secrecy and civil immunity will enhance national security.  It concludes with a 
discussion of the alternative legislation sponsored by Senators Leahy and Levin.  
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 II.  CIIA UNDER THE MICROSCOPE  
 
The basic structure of the CIIA is relatively simple.  It says that when 

corporations submit “critical infrastructure information” voluntarily to the Department 
of Homeland Security, the information:  

1) shall never be disclosed by the government;  
2) cannot be used by the government for “any other purpose”; and  
3) cannot be used to hold companies liable for civil damages or penalties 

under federal, state, or local law.11    
Further, unauthorized disclosure by a government official triggers criminal penalties,12 
and conflicting state and local laws are preempted. 
 The Act also contains a savings clause providing that anyone can use 
“independently obtained” CII in a manner authorized by other laws.   
 

Important procedural provisions include the following: 
  

• Submitters must consent in writing to release of the information. 
• CII may be used in criminal investigations and prosecutions, may be 

disclosed to Congress, and may be used to fulfill the “purposes” of the 
CIIA. 

• The Federal Advisory Committee Act (FACA) does not apply to 
deliberations involving CII.  

• Unlike the treatment of “confidential business information” under the FOIA 
and related executive order, there are no provisions authorizing the 
government to require companies to show that their submissions qualify for 
treatment as CII.  This provision is very significant because, as a practical 
matter, the HSD may not have the resources to conduct its own independent 
inquiries, making the corporate claim the beginning and the end of the 
matter.  

 
 A.  Definitions 

 
As in many federal statutes, much of the action in the CIIA takes place in the 

law’s definitions.   
 

   1.  Critical Infrastructure Information 
  
 The definition of “critical infrastructure” is not defined, but the HSD and the 
courts will likely borrow the definition of the term from the USA PATRIOT Act, 
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which states that critical infrastructure is:  
 

systems and assets, whether physical or virtual, so vital to the United 
States that the incapacity or destruction of such systems and assets would 
have a debilitating impact on security, national economic security, 
national public health or safety, or any combination of those matters.13  

 
Obviously, this definition focuses on infrastructure that, if attacked by 

terrorists, could have a debilitating impact on the economy.  It suggests that only the 
most vital infrastructure is covered by the CIIA.  After all, even the most vicious 
attack, one that demolished a facility, presumably would not have a debilitating effect 
on the national economy.  Either the Executive Branch (HSD or DOJ) or the federal 
courts have the task of establishing criteria for sorting “critical” from “non-critical” 
facilities.  
  Complicating the interpretation of this aspect of the CIIA’s language, however, 
is considerably broader language used to define the term “critical infrastructure 
information” (CII).   Under this language, if information is not “customarily in the 
public domain,” it qualifies for the protections afforded by the Act, if it “relates to”: 

•  “actual, potential, or threatened interference” with critical infrastructure by 
either “physical or computer-based attack or similar conduct” that “violates 
federal, state, or local law,” “harms interstate commerce,” or “threatens 
public health or safety;”14 or 

• the “ability” of critical infrastructure to “resist” such interference, including 
“security testing, risk evaluation thereto, risk management planning, or risk 
audit;”15 or 

• any “planned or past operational problem or solution regarding critical 
infrastructure” including “repair, recovery, reconstruction, insurance, or 
continuity;”16 or 

• the “security of protected systems,” which include any “service, physical or 
computer-based  system” that “directly or indirectly affects the viability” of 
a critical infrastructure facility.17  

 While the first two criteria bear at least some relationship to terrorist threats, 
the third and fourth criteria are sufficiently broad to suggest that more than national 
security is at stake.  Under a literal reading of the third criterion, for example, decisions 
by companies in the heavy manufacturing sector to repair or replace pollution-
generating units could be covered by the law.  Since such decisions often trigger 
additional legal obligations under such laws as the federal Clean Air Act, the third 
criterion could end up as a leading source of the unintended consequences of the Act.  
(See “Pessimistic View of Implementation,” below.)  The fourth criterion—any 
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“system” that directly or indirectly affects the viability of a critical infrastructure 
facility—could mean the cafeteria, health benefits office, vehicle maintenance shop, or 
any one of countless other service centers that support in some minor way the 
operation of any physical plant.  If interpreted broadly, this language would expand the 
scope of the CIIA to virtually any aspect of a company’s operations that it wished to 
describe to the HSD in order to receive the protections afforded by the Act. 

In sum, if the submitter does not make information available to the public as a 
matter of custom, and the information concerns a flaw or malfunction that may affect 
industrial and other business facilities in some economically harmful way, the 
information falls within the ambit of the Act.   

 
   2.  Voluntarily Submitted   

 
The CIIA’s other crucial term of art is “voluntary,” used to modify “submittals” 

of covered critical infrastructure information.  This definition is more straightforward 
than the convoluted definition of the information itself, and means a “submittal” made 
“in the absence of [the HSD’s] exercise of legal authority to compel access to or 
submission of such information.” 18   

The only categories of information specifically excluded from the definition 
are: 

1. information filed with the Securities and Exchange Commission (SEC) 
or disclosures made when offering securities for sale; and 

2. information submitted or relied upon as a basis for making licensing or 
permitting decisions, or during regulatory proceedings. 

The specific exemption for statements filed with the SEC is odd because many, 
if not most, such statements are “customarily within the public domain” and outside 
the scope of the CIIA in any event.  This targeted exemption has the effect of 
emphasizing the possibility that the law could be interpreted to cover information filed 
or retained pursuant to other legal mandates, requirements, or prohibitions.  On the 
other hand, the second exclusion would apply to a broad range of material necessary to 
operate everything from a television station to a large, pollution-generating industrial 
facility, and could become a saving grace for the CIIA. 

 
 B. Use of CII by Agencies and in Civil Court Actions 

 
The most egregious aspects of the CIIA are the “protections” it confers on 

those who voluntarily share covered information with the HSD.  It is inevitable that 
corporations concerned not just about security but also about enforcement actions and 
other forms of civil liability will work hard at the administrative level and in the courts 
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to expand the scope and effect of this section.  If HSD officials and the courts listen to 
these arguments, and overlook or narrowly interpret the Act’s savings clause (see 
“Independently Obtained Information,” below), the CIIA will become the powerful 
tool feared by its critics and ostensibly disclaimed by its proponents.   Two categories 
of protections are the most important:  the first bars the use of CII in civil actions and 
the second bars its use for “any other purpose” by the government. 

 
  1.  Civil Actions 
 
The CIIA blocks the “direct use” of protected information by any party 

(including all three levels of government and any third party) in any “civil action 
arising under Federal or State law” so long as the submittal was made in “good 
faith.”19  Neither term is defined in the law.   

It is likely that when the time comes for the federal courts to divine the 
meaning of “direct use,” litigants will direct their attention to interpretations of similar 
terms in a criminal context because DOJ attorneys repeatedly mentioned such cases 
when they discussed the draft legislation with congressional staff.20 Under the Supreme 
Court decision in Kastigar v. United States21 and its progeny, prosecutors are barred 
from using information that is directly linked to the testimony of a witness granted 
“use immunity,” and must instead show that they had independent sources for the 
material.  While far from a simple undertaking, Kastigar inquiries focus on whether 
witnesses, or, in the context of the CIIA, submitters, had a reasonable expectation that 
the information they provided would not be used against them either directly or 
indirectly as a way of finding out other, equally damaging data.  Information obtained 
from unrelated sources remains available to prosecutors or plaintiffs in civil actions.  

A second case that should provide guidance to the courts in interpreting this 
provision is Pierce County v. Guillen.22  This case involved safety reports required as a 
condition of receiving federal highway money.  The governing statute states that such 
reports “shall not be subject to discovery or admitted into evidence in a Federal or 
State court proceeding or considered for other purposes in any action for damages 
arising from any occurrence at a location mentioned or addressed in such [reports].”23  
Predictably, tort litigation arose and the Supreme Court decided to rule on the meaning 
of this prohibition.  The Court began by emphasizing the rule that “statutes establishing 
evidentiary privileges must be construed narrowly because privileges impede the 
search for truth.”24  The Court then held that information compiled initially for the 
purpose of complying with the federal reporting law was subject to the exclusion, but 
information initially compiled for other purposes (e.g., a police accident investigation) 
was not covered by the exclusion.  Under this reasoning, only information prepared 
initially for the purpose of submitting CII to the government would be entitled to 
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confidentiality and civil liability immunity.  
 
  2.  Other Purposes 
 
Although the bar on use of CII in civil actions deprives federal, state, and local 

officials of a good deal of their enforcement authority, the CIIA does not stop there.  
Rather, it gilds the lily of confidentiality by prohibiting federal government disclosure 
or use of such information, without the consent of the submitter, for “purposes other 
than the purposes of this subtitle.”  The only exceptions are: 

• use of the information in the investigation or  prosecution of a criminal act; 
or 

• disclosure of the information to congressional committees or to the General 
Accounting Office.  (It is worth noting that the Act’s failure to allow 
disclosure to individual members may end up frustrating their efforts to 
solve constituent problems and exercise oversight over agencies and 
departments.) 

Of course, if this provision is to have much impact as a practical matter, the HSD must 
play a proactive role in policing how other agencies and departments handle CII.  The 
Act provides that to receive protection, CII must be submitted to the HSD and marked 
as confidential.  If another unit in the vast federal bureaucracy obtains similar 
information, how will its employees know that they are prohibited from using or 
disclosing it?  The mind boggles at the expensive, time-consuming, enervating 
coordination that will be necessary to implement these protections as they appear to be 
written.  Perhaps those practical considerations will encourage a more sensible 
interpretation of the Act’s savings clause.  

   
 C. Independently Obtained Information 
 
The CIIA contains an all-important savings clause designed to preserve the 

ability of all three levels of government and third parties to obtain “independently 
obtained information” under “applicable law.”  In an exercise of ambiguous drafting of 
the type that exasperates federal judges, such authority is preserved only to the extent 
that those entities seek to obtain the information “in a manner not covered by” the 
CIIA’s core provisions.25  As discussed further below, this language could be read to 
allow access and use so long as the requester discovers the availability of the 
information through independent means.  Or it could be read to mean that once 
information is labeled CII, no one can obtain it again in any format.  (See “Optimistic 
View of Implementation,” Part III, and “Pessimistic View of Implementation,” Part IV, 
below.) 
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 D. Criminal Penalties 
 
Federal employees who knowingly disclose protected CII are liable for fines 

and imprisonment up to one year.  Such penalties are nothing new; federal law already 
applies similar penalties to other unauthorized disclosures, although the federal 
government has never brought such a prosecution.26  Nevertheless, the message sent by 
the inclusion of criminal penalties, especially in the context of other Bush 
Administration policies strongly favoring secrecy, is that bureaucrats act at their peril 
if they disclose information in controversial cases.  (See “Secrecy and the Bush 
Administration,” below.)  
 

 E. Exemptions from the Federal Advisory Committee Act and 
Ex Parte Rules 

 
The CIIA states that any communication of CII is not covered by the 

requirements of the Federal Advisory Committee Act (FACA).27  FACA requires that 
whenever a federal agency or department convenes a group of outside, private sector 
advisors, it must publish notice of that fact; announce all meetings of the group in 
advance; make those meetings open to the public; and ensure that the group itself 
reflects a balance of different viewpoints.  The provisions ensure that the government 
does not engage in secret consultations with groups biased in one direction or another.  
The elimination of this open government protection is consistent with the policies of 
the Bush Administration in other arenas.  (See “Vice President Cheney’s Energy 
Taskforce, below.)  

In a further effort to circumvent the normal due process afforded to participants 
in the administrative process, the CIIA also allows CII to be communicated to any 
decision-maker without regard to traditional “ex parte” rules.  Those rules require that 
every communication be “on the record,” or memorialized in writing, so that everyone 
can see what kinds of pressure were brought to bear on regulatory officials.  
Dispensing with such rules is directly analogous to the unthinkable prospect that 
judges could be lobbied in secret by one party or another, and that the other side would 
never know such contacts took place.  

 
III. OPTIMISTIC VIEW OF IMPLEMENTATION 
 

 During confirmation hearings for Governor Thomas Ridge, appointed by 
President Bush to head the new Department of Homeland Security, Senator Carl Levin 
engaged the nominee in a discussion of the CIIA, motivating the new Secretary to 
make the following pledge: 

650  



Critical Infrastructure Information Act 

 
It certainly wasn’t the intent, I’m sure, of those who advocated the 
Freedom of Information Act exemption to give wrongdoers protection or 
to protect illegal activity.  And I’ll certainly work with you to clarify that 
language.28 
 

Taking Ridge at his word, what is an optimistic scenario for implementation of the 
Act’s broad language?   

Three scenarios form the basis for an optimistic view of how the CIIA will be 
implemented.  The first is that federal authorities (HSD and DOJ) and the courts will 
read the operative language narrowly, circumscribing the reach and therefore the 
implications of the law.  The second is that federal authorities and the courts will view 
the Act primarily as a codification of the Critical Mass decision.  The third is that 
industry owners and operators of critical infrastructure will not invoke its protections 
very often. 

 
 A.  Narrow Reading 
 
A strict construction of the CIIA would limit its reach to CII that pertains to a 

small subset of critical physical and cyber infrastructure, the destruction of which 
would have catastrophic effects on the security and the stability of the economy at the 
national level.   CII would encompass factual material or expert assessments of that 
material that could play a role in actually assisting terrorists intent on launching such 
attacks.  Further, information would only qualify for protection if it had never before 
been in the public domain, except by accident.  If the submitter had ever disclosed it to 
outsiders in any other context, the information would not constitute CII.   

A second key component in the strict construction of the statute is giving full 
effect to the savings clause excluding from coverage any information that was 
“independently obtained.” If the material was compiled pursuant to a federal, state, or 
local legal requirement, mandate, or prohibition, even if it had never been made public, 
it would not constitute CII, whether or not the HSD had ever gone so far as to 
subpoena it.   Data deemed to be legitimate CII could nevertheless be released, or used 
in a civil action in court, if the party possessing the information had obtained it through 
sources and methods outside the HSD unit officially assigned to process CII.   
Conversely, federal, state, and local government agencies and departments would 
retain their extensive legal authority to require the generation, production, and 
submittal of any information that is relevant to their missions.   

Finally, to deter bogus confidentiality claims and to conserve HSD resources 
for the fight against terrorism, the HSD would issue a rule requiring submitters of CII 
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to produce evidence justifying their confidentiality claims as soon as a request for the 
information was received.  
 
  B.  Codification of Critical Mass 
  

The DOJ’s Office of Information and Privacy recently posted a statement on 
the FOIA portion of its website describing the CIIA as providing protection from 
disclosure under section 552(b)(3) of the FOIA.29  The statement never mentions the 
civil immunity provisions of the CIIA.  The DOJ’s focus on the FOIA provision is 
consistent with the view that the CIIA was never intended as anything more than a 
codification of an important court opinion expanding exemption 4 of the FOIA, 
Critical Mass Energy Project v. Nuclear Regulatory Commission (Critical Mass).30  
Indeed, some elements of the CIIA’s language closely track Critical Mass, lending 
substantial credence to this narrow interpretation. 

Critical Mass involved access to safety reports prepared by the Institute for 
Nuclear Power Operations (INPO), a nonprofit corporation formed in the wake of the 
1979 Three Mile Island accident with a membership that consists of all operators of 
nuclear power plants in the United States.31  The Critical Mass Energy Project, a 
watchdog public interest group committed to ensuring nuclear plant safety, sought the 
safety reports.  The Nuclear Regulatory Commission (NRC) sought to withhold the 
documents under FOIA exemption 4, which authorizes the withholding of “trade 
secrets and commercial or financial information obtained from a person and 
privileged or confidential.”32  Notably, the FOIA also allows the government to keep 
information secret “in the interest of national defense” so long as such documents are 
“properly classified” by a presidential Executive Order, but the court did not invoke 
this authority.33   

The case was heavily litigated, bouncing up and down from the trial court level 
to the D.C. Circuit Court of Appeals three times.34  The D.C. Circuit ultimately heard 
the case en banc, meaning that every judge sitting on the court participated in 
producing the opinion.  Since most federal appellate cases are decided by three-judge 
panels, cases decided by the full bench after three of its colleagues have ruled are very 
unusual, and, for the region of the country covered by “circuit” in which the court sits, 
represent the definitive word on a topic unless the U.S. Supreme Court considers the 
case. 

A divided court (seven judges were in the majority and four in the minority) 
held that “[FOIA] Exemption 4 protects any financial or commercial information 
provided to the Government on a voluntary basis if it is of a kind that the provider 
would not customarily release to the public.”35 

It is clear from the court’s opinion that the crucial interest addressed by this 
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categorical rule was that the government must continue to have access to information 
provided voluntarily, and that this interest was more important than public access to 
the information under the FOIA.  The majority stated in several places, however, that if 
submitters like the nuclear power plant operators in Critical Mass were otherwise 
required by law to submit the information, the government would continue to have 
access to it, whether or not the government had actually gotten around to exercising 
such authority.  Therefore, the court announced somewhat impatiently, watchdog 
groups like the Critical Mass Energy Project need have no fear that bureaucrats would 
“conspire to keep information from the public by agreeing to the voluntary submission 
of information that the agency has the power to compel.”36  

Critical Mass was a bitter loss for consumer and public interest groups because 
it was viewed as major surgery cutting back disclosure under the FOIA.  Indeed, this 
reality—that disclosure advocates had already lost a significant amount of access—as 
well as senators’ willingness to accept additional FOIA exemptions in a post-
September 11 environment, arguably made enactment of the CIIA possible, at least 
from the perspective of moderates like Senator Bennett.  If the DOJ and the courts 
limit the reach of the CIIA to truly voluntary submissions, and exclude all information 
covered by other legal mandates, requirements, or prohibitions, the new law is far more 
likely to serve an appropriate purpose. 

  
 C.  Industry Reluctance to Submit 
 
A final optimistic scenario for implementation of the CIIA is that private 

owners and operators of critical infrastructure will not take advantage of its provisions, 
preferring to solve their own problems rather than seek government assistance.  The 
calculus for any company considering whether to submit information pursuant to the 
CIIA must begin with the immediate advantages of giving the government access to 
the information.  If the government had experts who could provide valuable advice to 
companies with vulnerable cyber or physical systems, these incentives would be 
obvious.  They would be offset, of course, by the fear that the government would 
interfere with the company’s internal efforts to address the problem, or that the 
information would leak. 

In hearings on the Senate version of the CIIA,37 no witness was able to make a 
convincing case that the government had useful expertise or that consulting with 
government officials would prove valuable to companies in such plights.  In fact, Allan 
Paller, a leading expert on cyber security, testified, “Companies are just as reluctant 
after the attack as they are during the attack, to take the chance that information about 
their security breach would be made public.  They act as if experiencing a security 
breach is similar to contracting a social disease.”38 
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As the information becomes more sensational and the vulnerability more 
threatening, the possibility that information may leak increases.  While those 
possibilities are not necessarily related to whether the government could help address 
the vulnerability or must know that it exists, they are likely to deter some companies 
from submitting information to the HSD. 

Ironically, the one obvious situation where it would serve a company’s interest 
to take advantage of CIIA protections is when the information is about to leak anyway 
and civil liability is a major threat to the company’s profitability.  Enough such cases 
are likely to arise that the courts will end up ruling on issues of statutory intent.  If the 
question of the CIIA’s true intent ends up in litigation before a judge in the context of a 
suit for civil damages, including a government enforcement action for civil penalties, 
two questions are likely to determine the outcome of the case: 

1. Whether the information, once submitted to the government, is forever 
off limits even if it is contained in a different document obtained by the 
plaintiff; and 

2. Whether the information was “independently obtained” by the plaintiff. 
 
 IV. PESSIMISTIC VIEW OF IMPLEMENTATION 
 
 The pessimistic view of CIIA implementation depends on how seriously the 
federal government and the courts take the submitters’ arguments that national security 
demands an unequivocal, far-reaching extension of the Act’s secrecy provisions.   
Unfortunately, government officials weighing CII claims are unlikely to have much 
evidence regarding their validity, making it more likely that they will accept bogus 
claims.   
 
  A.  Government Processing of CII    
 
 The closest analogy to the new category of CII in existing law is the protection 
of trade secrets under FOIA Exemption 4; this, after all, was the provision under which 
Critical Mass was litigated.  But there is one crucial difference in the process that 
governs requests for such information and the process that will ostensibly apply to CII: 
who it is that bears the burden of demonstrating whether the information is in fact 
entitled to protection.   

Under Executive Order 12,600, those who submit information stamped 
“confidential business information” (CBI) are asked to demonstrate why the 
government must withhold the information prior to its release.39  If the requester of the 
information is persistent, these justifications are eventually reviewed by government 
attorneys who specialize in the application of the FOIA, serving as a deterrent against 
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extravagant, groundless confidentiality claims. 
In contrast, the CIIA was styled as freestanding law, not as an expansion of 

Exemption 4, and it will almost certainly be viewed as a new “Exemption 3” 
exception.40   Exemption 3 protects from disclosure any information that is 
“specifically exempted by [a] statute” other than the FOIA, as long as the statute 
“establishes particular criteria for withholding or refers to particular types of matters to 
be withheld.”  Consequently, unless and until either the President issues a new 
Executive Order requiring submitters to bear the burden of proving that information is 
in fact CII, or the HSD promulgates regulations to that effect, it is unclear how the 
government will determine whether a confidentiality claim is justified. 

Again, the CIIA potentially applies to an extremely broad scope of 
information—virtually anything that pertains to the possibility that either critical 
physical or cyber infrastructure could be damaged.  (See “Critical Infrastructure 
Information,” Part II(A)(1), above.)  Companies may well argue that they submit CII 
voluntarily whenever they hand it over without the compulsion of an actual exercise of 
government authority to obtain it.  Voluntarily submitted CII is protected from 
disclosure unless a company, as a matter of routine custom, makes such information 
available to the public.  To be sure, the government—or anyone else for that matter—
may disclose and use CII that was independently obtained.  But application of that 
savings clause could be read to depend on whether the information has already been 
submitted voluntarily at the time that it is independently obtained. If the savings clause 
is read to apply only in the event that information was obtained independently before it 
was filed as CII, the universe of information rendered off limits will expand 
exponentially. 

Because the stakes are so high—immunity from civil liability to those winning 
CII status—issues of interpretation are very likely to end up in the federal courts, 
where readings of the statute will be heavily influenced by the facts of the case.   
 
  B. Court Interpretations 
 

Submitters who are parties in cases involving CII are likely to argue that if the 
courts allow other parties to use sensitive CII in subsequent enforcement actions or tort 
cases, the incentives to submit information voluntarily are undercut, if not rendered 
meaningless.  They will ask why Congress would have gone to the lengths of 
criminalizing improper disclosure if it anticipated that third parties could easily use 
information to harm not only the originating company but also the economy as a 
whole.  As evidence of the legislative intent to provide the strong incentive of 
permanent civil immunity, submitters will note that the CIIA has no time limits on the 
confidentiality of information, such as a provision which sunsets protections after a 
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critical infrastructure vulnerability has been resolved.   
Given the level of the nation’s anxiety about terrorism, courts may be sorely 

tempted to read the Act expansively in cases involving truly sensitive information, 
especially where the corporation sharing the information with the government has not 
yet had an opportunity to solve the problem and prevent a terrorist attack.  Yet because 
the statute’s protections are not limited to such situations, expansive interpretations 
could have profound unanticipated consequences.  Consider the following examples. 

  
 C. Case Studies:  From Air Safety to Enron  

 
 The following hypotheticals illustrate the consequences of a broad 
interpretation of the Act. 
  
Air Safety:  A company that does background checks for the federal employees who 
work as security guards at the nation’s airports falls behind in its work.  Under pressure 
to make its quota and finish enough background checks to clear candidates in a timely 
fashion, the company begins to cut corners, omitting criminal background checks in 
jurisdictions where the applicant lived for more than two years previously.  The 
president of the company retires and his successor is hired from a competitor.  Upon 
discovering the practice, the new president voluntarily notifies the HSD, labeling the 
disclosure, sent in an e-mail, “critical infrastructure information,” or CII.  
Nevertheless, the practice continues, the HSD does nothing to address it, and several 
people with histories of violent crimes are hired to work at Washington’s Ronald 
Reagan International Airport.  When a series of muggings and rapes occurs at the 
airport, its management asks the HSD for any assistance in determining the cause of 
the outbreak.  The HSD is aware of the security failure, but says nothing, and the 
problem continues for several months.  Under an expansive reading of the CIIA, none 
can be held accountable for his or her actions and omissions.      
 
Software Failure:  A large computer company discovers a flaw in the software it sells 
to connect to the Web.  The flaw could cause catastrophic failure of the computer 
systems that run power grids throughout the country.  The company works for several 
weeks to correct the problem, to no avail.  Eventually, it decides to voluntarily report 
the flaw to the cyber security office of the HSD.  At approximately the same time, its 
engineers develop changes in the software that correct the problem.  The changes 
cannot be retrofitted on existing systems, but the company includes them in a new 
operating system it markets the same month.  It does not notify its customers of the 
flaw or the fix. 

The flaw then causes the failure of an electric utility serving a mid-sized 
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Midwestern city.  The system is down for three days, costing business and residential 
customers millions of dollars.  A government official mentions the cause of the failure 
to the utility, and it seeks access to the documents filed with the HSD.  The documents 
are turned over to the utility by mistake, and the responsible government official is 
prosecuted criminally.  When the utility seeks damages from the software developer, 
the court grants the developer’s motion to dismiss on the basis of its immunity under 
the CIIA. 

 
Light Truck Brakes:  Now consider the same facts with one change:  the flaw 
involves the brake system on a series of light trucks marketed to the military and local 
police forces.  The manufacturer contemplates a recall, but voluntarily consults with 
the Department of Homeland Security, which advises against such a step because the 
trucks are being deployed to the Persian Gulf and a recall would wreak havoc with 
force readiness and morale.  Two-dozen service personnel and first responders are 
killed in accidents caused by the flaw, but their families never discover the cause of 
their injuries because the information remains buried in the bowels of the bureaucracy. 

 
Pension Fraud:  A large pension fund, which covers employees of a major defense 
contractor, has unscrupulous managers who have used a series of accounting tricks to 
embezzle millions.  After months of warning signs, the contractor’s Chief Executive 
Officer fires the wrongdoers and installs new leadership.  On the advice of counsel, it 
voluntarily reports the results of an internal audit documenting the problems to the 
HSD, which informs the Department of Defense (DOD) of the problem.  The DOD is 
unable to take action to terminate the company, however, because doing so would 
require using CII to justify the decision, an action prohibited under the CIIA. 

 
Workplace Accidents:  A company manufactures resins used in spare parts for 
aircraft.  Its internal records indicate that a crucial chemical used in the process is both 
flammable and can cause acute respiratory distress.  It reports this information 
voluntarily to the HSD and redoubles its efforts to enforce a “no smoking” rule within 
its plants.  A freak accident produces a spark that causes an explosion that kills ten 
workers and sends 50 to the hospital with acute burns to the lungs and nasal tract.  
Companies that use the same chemical ask the Occupational Safety and Health 
Administration (OSHA) to investigate the accident and issue recommendations on how 
workplace safety can be improved.  An OSHA employee, contacted by the original 
manufacturer and threatened with criminal prosecution for disclosing CII, calls the 
HSD for advice.  The HSD issues an internal directive ordering government employees 
not to discuss the situation with outside groups or individuals. 
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Air Polluters:  A large Midwest utility decides that it will trade one coal-burning 
electric generation unit for another.  The new unit, much larger than the first, will 
produce significantly greater emissions than the unit it replaces.  The company could 
mitigate these increases by installing additional pollution control equipment, but 
decides it does not wish to shoulder the expense.  It begins construction and 
simultaneously reports these plans to the HSD, so that security experts will know about 
its increased capacity to generate electricity. 

An HSD employee, visiting the plant to consult on government purchases of 
power during emergency situations, notices readings on internal gauges reflecting the 
dramatically increased emissions.  She telephones the EPA to report the situation.  The 
EPA issues a Notice of Violation to the company, and threatens to bring an action for 
civil penalties, but is instructed to back off by worried HSD officials who want to list 
the company as an emergency supplier in an upcoming report to Congress.  The EPA 
drops its enforcement action, and the HSD employee not only loses her job but also is 
prosecuted criminally.  Rumors of these results circulate throughout the industry.  In 
subsequent prosecutions of the utility’s competitors, they defend on the basis that the 
EPA has not exercised its prosecutorial discretion fairly. 

   
Port Sabotage:  The state of New York suspects that terrorists are smuggling arms 
into American ports on ships chartered in the Middle East.  The state’s attorney general 
seeks access to the shipping manifests kept by American importers in order to spot 
discrepancies.  The American companies refuse, claiming that the information is CII 
duly submitted to the HSD.  The New York attorney general does not have enough 
evidence to assert that he has commenced a criminal investigation of the American 
companies.  Without that evidence, the HSD refuses to cooperate with the 
investigation.  A federal court refuses to order either the HSD or the companies to turn 
over the information, concluding that the attorney general does not have subpoena 
authority over such materials because the information is CII, as opposed to 
“independently obtained” information.  
 
Lobbying Improprieties:  Lobbyists representing companies that provide goods and 
services to the HSD routinely submit materials describing their companies’ products in 
glowing, even hyperbolic, terms.  They arrange repeated trips for government 
purchasing agents to exotic locations under the guise of briefing them regarding the 
technical aspects of the products.  All of this information is designated as CII by the 
companies, and is therefore protected from disclosure and oversight by the media or 
individual members of Congress.  

 
 V.  LEGISLATIVE HISTORY VS. LOBBYISTS’ INTENT  

658  



Critical Infrastructure Information Act 

  
Although the CIIA’s ambiguous language is susceptible to interpretations that 

would have diametrically different effects, the expansive view of the law’s intent is 
consistent with two ideological crusades supported by the Bush Administration:  the 
first to curb openness in government and the second to reform the nation’s tort laws.   
Viewed from this longer perspective, the CIIA is the outcome of opposition to the 
FOIA by such powerful officials as Vice President Richard Cheney and Defense 
Secretary Donald Rumsfeld, who believe that excessive disclosure weakens the 
presidency.  The CIIA’s civil liability immunity provisions can be traced to a two-
decade effort by manufacturers of consumer products to roll back statutory and 
common laws imposing liability for personal injury suffered by their customers.  This 
history demonstrates that the CIIA has little to do with the nation’s acute and 
understandable concerns about terrorism, and has everything to do with fulfillment of 
an agenda that would not be popular in its own right.  

 
 A.  Secrecy and the Bush Administration 

 
 While a comprehensive analysis of the Bush Administration’s secrecy policies 
is well beyond this paper, the most relevant and troubling examples are briefly 
described below so that readers will grasp the heavily politicized context in which the 
CIIA became law.41   
   1.  The Ashcroft Memorandum 
 

The FOIA, enacted on July 4, 1966, represented a major change in federal open 
government policy.  The FOIA shifted the burden placed on people requesting 
government records to justify why they need the documents onto the specific 
governmental agency, requiring it to disclose unless the information was covered by 
one of nine specific exemptions.42   Any decision by an agency to withhold a document 
was subject to challenge in federal court.43 

In 1974, in reaction to the Watergate scandals, Congress strengthened the Act, 
allowing federal courts to order the release of documents over the President’s 
objections.  President Gerald Ford vetoed the legislation, at the urging of his chief of 
staff, Donald Rumsfeld, and deputy chief of staff, Richard Cheney.44   

The DOJ is generally responsible for defending the government in cases 
challenging decisions to withhold government records under the FOIA.  To ensure a 
consistent approach to such cases, attorneys general often issue memoranda explaining 
how agencies and departments should interpret the Act.  Under the leadership of 
Attorney General Janet Reno, the Clinton Administration followed a policy of 
interpreting the Act to facilitate disclosure. Attorney General Reno’s memorandum to 
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federal agencies and departments stated that the DOJ would only defend an agency’s 
refusal to disclose information when it could be argued that releasing the information 
would result in “foreseeable harm.”45  Reno could not guarantee that the vast federal 
bureaucracy implemented her policy aggressively, but it set a strong tone favoring 
disclosure. 

When President George W. Bush was elected in 2000, Attorney General John 
Ashcroft reversed Reno’s approach, encouraging a presumption of non-disclosure.46  In 
October 2001, he issued a memorandum informing federal agencies and departments 
that the DOJ will defend any decision to withhold so long as the decision rests on a 
“sound legal basis,” clearly a much easier standard to meet than Reno’s demand that 
agencies demonstrate  “foreseeable harm” if records are released.  The memorandum 
urges agencies and departments to be creative in their use of FOIA exemptions 
authorizing refusals to disclose, such as national security considerations, effective law 
enforcement, and the protection of sensitive business information.  The Ashcroft 
memorandum also changed the tone of government disclosure policies, although it is 
still too early to document its full effects. 

 
 2.  Vice President Cheney’s Energy Taskforce 

  
Early in the Bush Administration, Vice President Richard Cheney was placed 

in charge of national energy policy.  He immediately convened a task force that 
received advice from a wide variety of energy industry representatives.47  The worst 
fears of environmentalists and other public interest groups were confirmed when the 
Bush energy policy was released, demonstrating the overwhelming influence of 
industry recommendations. 

In April 2001, Democratic Members of Congress John Dingell and Henry 
Waxman asked the General Accounting Office (GAO), Congress’ independent 
investigative arm, to review the deliberations of the Cheney Energy Task Force, 
including the sources of its recommendations.48  The White House refused to cooperate 
with the inquiry.  For the first time in its history, the GAO went to court to challenge 
this decision.  On December 9, 2002, federal district Judge John Bates, a Bush 
appointee and former deputy to the Clinton special prosecutor, Kenneth Starr, ruled 
against the GAO.49  

Other cases brought by public interest groups sought the same and similar 
documents not from the Vice President, but from the Department of Energy and other 
federal agencies.50  Those cases resulted in the release of thousands of pages regarding 
the deliberations of the Taskforce.   
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 3. Presidential Records  
 

In 1978, as another phase of its reaction to the Watergate scandals, Congress 
passed the Presidential Records Act of 1978, requiring the preservation and disclosure 
of presidential records by the Archivist of the United States.51  The first presidential 
records covered by the Act were those produced by former President Ronald Reagan.  
In November 2001, in an effort to block release of the Reagan records, President Bush 
issued an Executive Order that dramatically expanded the scope of prior interpretations 
of the doctrine of executive privilege as it applies to presidential records.52  Among 
other provisions, this Executive Order extends the privilege to Vice President Cheney, 
a decision without legal precedent.  Following litigation by Public Citizen, a nonprofit 
public interest group, and intense public criticism from academic historians, among 
others, the Administration ultimately decided to release most, but not all, of the Reagan 
papers originally identified by the Archivist.53  

In an effort to forestall other episodes of Executive Branch resistance to the 
disclosure of presidential records, the 107th Congress’ House Committee on 
Government Reform unanimously approved bipartisan legislation instructing the 
Executive Branch to implement the Presidential Records Act. 54  In a letter to the 
Committee, the White House attacked the bill as “unnecessary and inappropriate, and, 
more importantly, unconstitutional.”55  The bill was introduced by Congressman 
Stephen Horn and co-sponsored by Congressman Dan Burton, a very conservative 
Republican from Indiana who proudly advertises on his website links to like-minded 
think tanks such as the Competitive Enterprise Institute, the Heritage Foundation, and 
the Mercatus Center.56   

Congressman Burton became infuriated with the Bush Administration when the 
President invoked his executive privilege to block a congressional subpoena for 
information indicating that the Boston office of the FBI withheld material that would 
have exonerated Joseph Salvati, a suspected organized crime figure who, as a result, 
spent 30 years in jail for a crime he did not commit.57  “You tell the President there’s 
going to be war between the President and this committee,” Burton told Carol Thorsen, 
a DOJ deputy assistant attorney general, right before a hearing before his Committee.  
“His dad was at a 90 percent approval rating and he lost, and the same thing can 
happen to him.  We’ve got a dictatorial President and a Justice Department that does 
not want Congress involved.  Your guy’s acting like he’s a king.” 58 

Congressman Burton’s involvement with issues of open government and 
corporate accountability demonstrates that these values are not merely the 
preoccupation of those on the other side of the political spectrum, who are often 
portrayed as irretrievably alienated from government.  In fact, on this issue as on many 
others, the right and the left ends of the political spectrum end up in the same place on 
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these core principles. 
 

 B. Tort Reform 
 
Tort reform has been a priority for a large group of companies and their trade 

associations for many years.  While it is risky to generalize, the arguments in favor of 
reform are that the American courts, and especially juries, give extravagant awards to 
sympathetic plaintiffs in cases where no reasonable manufacturers could anticipate or 
prevent the harm.  Imposing liability in such cases is an unwarranted drag on the 
economy.  The focus of such campaigns has been to invoke changes in state law that 
cap or eliminate categories of damages, especially punitive damages; to set standards 
for determining whether and when a defendant can be held liable; and to establish 
administrative alternatives to resolving such cases in court (e.g., arbitration, mediation, 
or an administrative process for hearing evidence and determining damage awards). 

The Bush Administration strongly supports tort reform, vowing to make it a 
political and policy priority.59  If one believes that damage awards are often 
unjustified, and one thinks that the existing system unfairly burdens business, it is not a 
huge leap to conclude that companies are entitled to the incentive of receiving 
immunity from civil liability if they are engaged in the patriotic activity of cooperating 
with the government by submitting CII to enhance national security.   

The introduction of civil liability immunity distorts the intended incentives in 
some peculiar, and probably unintended, ways.  As discussed earlier, companies may 
well hesitate to turn CII over to the government for fear it will leak, or that the 
government will interfere in their efforts to fix the problem. (See “Industry Reluctance 
to Submit,” Part III(C) above.)  If they manage to fix the problem, the entire incident 
will never reach public attention.  On the other hand, if they are unable or unwilling to 
resolve the vulnerability, and if the vulnerability ultimately leads to the failure of 
systems and equipment, the incentive to submit the incriminating evidence as CII 
would be very high.  

The ostensible goals of the CIIA—to coordinate an effective response through 
the government’s auspices and to make sure that solutions are disseminated to those 
who need them—are defeated if information is not submitted when vulnerabilities are 
first discovered.  Allowing companies who defy these goals to take advantage of the 
relief the statute offers is within the letter of the law, but clearly contrary to its purpose. 
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 C. Self-Audit Privilege 
 
Companies heavily regulated under federal environmental laws have long 

urged that they should be allowed to initiate voluntary self-audits to determine whether 
they are in compliance with detailed federal and state mandates.  They further request 
immunity from prosecution if they (1) turn those reports over to the government and 
(2) initiate efforts to bring themselves back into compliance.  About 17 states have 
enacted some form of self-audit “privilege” law, with some going so far as to excuse 
criminal violations.60  That number would undoubtedly be higher if the EPA had not 
strenuously opposed such laws.61   

The EPA opposes audit privilege laws on the grounds that they allow 
companies and regulators to hide the details and resolution of violations that should be 
enforcement matters from public view.62  Such laws give violators two “bites at the 
apple,” allowing them to commit the violation in the first place, discover it, fix it, and 
yet escape liability.  Especially in cases where compliance costs are high, this result 
gives an unfair advantage to firms that delay compliance for significant periods, and 
then pretend to discover their errors late in the day, after their competitors have already 
paid to operate legally.     

“Risk audits” are specifically mentioned in the definition of CII, although this 
term was probably intended to refer to internal audits of the risk to facilities posed by 
terrorist attacks, as opposed to the relatively routine possibility that legal violations 
may occur.   On the other hand, the use of the word “audit” is sufficiently reminiscent 
of the other type of document that corporations may well try to invoke the CIIA’s 
protection in states that do not have self-audit laws.  Of course, the CIIA does not 
impose the quid pro quo that companies must repair their violations before invoking its 
protections, although this minimum condition is a core feature of state self-audit laws.  

  
VI. NATIONAL SECURITY AND SECRECY:  
 SAFER OR SORRIER? 
 
Often, the best way to test the validity of a new idea is to consider the 

arguments offered by its supporters.  Supporters of the CIIA offer two arguments to 
justify its broad scope and profound consequences.63   

First, CIIA supporters contend that unless critical infrastructure information is 
protected from disclosure—and those who disclose anyway are held liable—
corporations will not share it with the federal government.  If the information is not 
shared, the government will be unable to monitor threats to national security, including 
attacks on cyber systems and on critical facilities such as power plants, the electric 
grid, and factories manufacturing essential goods.  Without government involvement 
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and a centralized forum for sharing information about these frightening vulnerabilities, 
private industry will be unable to take effective steps to resolve them.   

The second justification appears even more compelling:  confidentiality must 
apply in any context, including judicial proceedings, when disclosure would result in 
the information falling into terrorist hands.   

Inevitably, we confront the need to reconsider the openness of our society as 
terrorism remains a continuing threat.  When asked point blank, most members of the 
public are more than willing to sacrifice the satisfaction of their native curiosity for the 
sake of enhanced safety.64  After all, if publicizing information will give terrorists the 
tools they need to attack us, aren’t we better off to keep the information secret?  
Indeed, long before September 11, 2001, the advent of the Internet provoked such 
questions.  This extraordinarily powerful tool makes the world—and the threats it 
contains—seem much closer.   

Yet, like many other overly simplistic ideas, there is a fatal flaw in the notion 
that we can simply stuff the Internet genie back into its bottle and also suppress all 
other methods for communicating information.  Even if one pushes aside all other 
reasons why disclosure of information is helpful in an open, democratic society, it is 
far from clear that suppressing information will make us safer for two reasons.   

First, disclosure leads to accountability not just for information but for 
eliminating the vulnerability the information describes.  As a matter of human nature, 
the absence of this powerful incentive for action will lead to failures to address security 
problems, ultimately making people less safe, not more.  These outcomes will occur 
even if the individuals who know about a vulnerability are well-meaning and patriotic 
because it is very difficult for Americans to combat institutional inertia from a wide 
variety of sources.  The FBI agents who discovered that suspicious men had enrolled in 
flying schools were unable to persuade their superiors to authorize even a visit to the 
school to interview its staff.65  Corporate management who are worried about the 
financial bottom line may fail to remedy problems that could prove catastrophic in the 
event of criminal attack. 

Thus, the dilemma is not whether information will fall into terrorist hands, but 
rather whether suppression of such information, partnered with civil immunity for the 
consequences of inaction, will lead to even graver outcomes.  If we want America to 
be safer, we cannot afford to suppress information and eliminate liability blindly, 
hoping that, as large and complex institutions inspired primarily by profit motive, 
corporations will voluntarily hold themselves accountable.  

The second reason secrecy makes people less safe is that information is 
necessary for the public to understand how to protect itself.  If only a centralized 
bureaucracy in Washington, D.C. has information about the hazards posed by a 
potential attack on a given manufacturing facility, how will local responders, and the 

664  

Matthew Freeman
Do you mean to say that it makes the threats smaller?



Critical Infrastructure Information Act 

elected officials to whom they are responsible, be able to gauge what steps must be 
taken to prevent, much less address, those consequences?   The predictable and 
significant risk that information needed by local officials will get lost in the shuffle of 
the challenges confronting the HSD should be unacceptable to anyone sincerely 
concerned about national security. 

As for the assumption that companies would, in fact, respond to the dual 
incentives provided by non-disclosure and civil immunity and turn over information 
about their pending vulnerabilities voluntarily, no one has offered convincing evidence 
that this outcome is assured.  At a Senate hearing held to examine this and other 
aspects of the secrecy and security issues, a prominent industry expert named Allan 
Paller stated unequivocally that companies were unlikely to turn over such information 
voluntarily in any event.66  (For more information on this likely outcome, see “Industry 
Reluctance to Submit,” Part III(C) above.) 

But perhaps the most telling flaw in the law is its prohibition on the use of the 
information at any time, no matter how far into the future, in a civil action.  
Presumably, such immunity is only valuable to companies that have done something 
sufficiently wrong that they face civil liability.  If critical infrastructure is operated in 
full compliance with the law, or if companies have done everything they reasonably 
can to prevent failure of such systems or facilities, lawsuits may be brought, but they 
are unlikely to be successful. Viewed from this perspective, the CIIA is more akin to a 
Trojan horse that, in the name of national security, carries within it far more profound 
implications. 

 
 VII. LEAHY/LEVIN FIX 
  

 On March 12, 2003, Senators Leahy and Levin announced that they will push 
legislation that would prevent the unintended and inappropriate consequences of the 
CIIA.  That legislation would make the following changes to the law: 
 

• The FOIA exemption would cover specific “records” not the information 
contained in those records, in line with the FOIA’s traditional terminology, 
so that its protections do not encompass any document that includes the 
information, whether or not it was submitted under the CIIA. 

• Covered records would need to contain information addressing the 
vulnerability of critical infrastructure, as opposed to any information that 
could harm interstate commerce. 

• “Voluntary” submission would be limited to situations where the records at 
issue cannot be obtained pursuant to the legal authority of regulatory 
agencies, even where the government has not yet acted to compel it.  
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• The legislation would not provide civil immunity to submitters of covered 
information. 

• The legislation would not impose criminal liability on government officials 
who disclose the information. 

• The legislation would not preempt state and local laws. 
 
 VIII. CONCLUSION 

 
By portraying permanent confidentiality and civil immunity as necessary to 

enhance national security, the CIIA’s proponents sidestepped, at least for the moment, 
the serious questions that have been raised about whether such proposals are in the 
public interest.  In the aftermath of a major law passed in a panic, with too little 
consideration of the fine print, Congress should reconsider these conclusions or we 
will experience years of contentious, draining litigation asking the courts to determine 
whether Congress really intended such a drastic departure from open government, tort, 
and enforcement law. 
  Other changes in federal law enacted soon after September 11th are just now 
making their way through the federal courts.  Considering another such measure, the 
exclusion of the press from deportation hearings of suspected terrorists, Judge Damon 
Keith of the U.S. Sixth Circuit Court of Appeals warned: 
 

No one will ever forget the egregious, deplorable, and despicable terrorist 
attacks of September 11, 2001.  These were cowardly acts.  In response, 
our government launched an extensive investigation into the attacks . . . .  
As part of this effort, immigration laws are prosecuted with increased 
vigor . . . . 
      Today, the Executive Branch seeks to [place these] actions beyond 
public scrutiny . . . .  Democracies die behind closed doors.  The First 
Amendment, through a free press, protects the people’s right to know that 
their government acts fairly, lawfully, and accurately . . . .  When 
government begins closing doors, it selectively controls information 
rightfully belonging to the people.67 
 

 Consider this adaptation of Judge Keith’s stirring admonition as it could be 
applied to the secrecy and civil immunity provisions of the CIIA: 

No one can question that recent attacks on America, from assaults on the 
military and our embassies abroad to the slaughter of thousands on September 11, 
2001, have changed forever the nation’s willingness to provide opportunities for 
terrorists to wreak havoc on our democratic way of life.  Extraordinary times require 
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extraordinary efforts.  In the wake of those attacks, the federal government is 
determined to ensure that the freedom of our society is not used to sabotage it.   

Yet as we fight the terrorist threat, we must ensure we do not play into the 
hands of those who would destroy us.  America is the greatest democracy the world 
has ever known in large measure because we embrace free and open markets that 
enable business and industry to flourish.  These free markets rest on two premises.  
First, we believe that the government should not interfere with commerce unless 
absolutely necessary.  Second, we believe that open disclosure of information to 
investors, lenders, consumers, workers, and others with a stake in a company’s future 
is indispensable to maintaining an economy that will reach its full potential, free of the 
corruption and graft that have debilitated other economic systems.  

Allowing corporations to operate in the shadows will return us to the harsh 
days of robber barons and caveat emptor, laying the groundwork for terrorists to gain 
an advantage without another shot being fired.  Rather than making our country safer 
and more secure, secrecy and immunity will have an increasingly corrosive affect, 
giving unscrupulous and careless corporations advantages they most certainly do not 
deserve and sabotaging the efforts of others to do business both honestly and well.  
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